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12.7 ip igmp Snooping qUery-max-reSPONSe-tIIMe.......c.ueeeerrureerrerrrreerernireeeeesnnnnrerereeeeeeeesessesennns

12.8 ip igMP SNOOPING TODUSINESS. ....c..veevieereeieeeieeriteeteeseesiteesseesseesseessseesseesssessseessseesseesssesannes
12.9 ip igmp snooping last-member-query-interval............ccocceervierrieniierrienieereeeee e

12.10 ShOW ip i@MP SNOOPINEG....ccvtirureriiiiieeiierteerieerte et este et eseeeseessaesseesseesssesssssessssseesssssees
12,17 1p i@MP SNOOPING STALIC....ceieeurrieeieiiieeriiiteeeieeiree e ettt e e eerreeeseerreeeeenrteesessnrrrrereeeeeeeessseens
12.12 show ip igMP SNOOPING GIOUPS......cueerverrrierierrieerreeireeseessseesseessseesseesssesssesssssessssseesssssees
12.13 clear ip igMP SNOOPING GTOUPS....cccuutrrutirieriieriierieerteereesteeseestesbeesstesseessaesseessaessaseeeas
12.14 ip igmp SNOOPING MIOUter INtEITACE. ......cc.eeriiriiiriieeieerteeieeste et e e e re et eeaeesaaeeteeeeneees
12.15 ip igmp SNOOPING MIOULET 1EAIM.......eiiuiiriieiiirieiiterie ettt ettt ettt s e s e s
12.16 ip igmp snooping mrouter forbidden...........cccceeviiriiiiiiniiiieee e
12.17 show ip igMP SNOOPING MIOULET........eccuterrieerrierieerieenteeteeeteesseesteesstessessareeseseeessseeesnn
13 KOMAHIBI BGP.....oooiiieee ettt ttre e e e e e e eerree e e e e s e e eaa e e e e e e e e e e nnnsnaraeeaessenssnneaaesas
1300 TOULEE DDttt ettt ettt e st e bt et e e bt e st e et e e s at e e be e st e e e s anaee s
13.2 DEP TOULET-I0. ... eeeteeeeieeiieeieecte ettt ettt ettt et e e aeessaesaseesseeesbeessessseenseessseensaennsenn
133 MEEWOTK. ..ttt ettt e st s bt e st e e bt e s abe e s bbe e s eanbee s nneaenans
13,4 HIMIETS DGP.ceueiieiiieiieiiteiieeit et et e st e ete e st e s teestte e beeesaessseessseesseesssesnseenssaesassseesassseesssssessns
13,5 NMEIGNDOT. ..ttt sttt ettt st et e e et e e e e araeeas
13.6 advertisement-INtEIVAL.........coterieriteriiieetereet ettt ettt s be e e e sae e et esaee s
13.7 deSCription (BGP).....uviiiiieeiee ettt ettt tee e e stee e e te e e s te e e s teeessaee e saeeessaeeseennsssneaseennns
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138 TOIMIOTE-AS. .. ettt ettt et st sttt e s bbb e e e e e nae e e raeeeeas
13.9 ShUtdOWN (BGP)....ceiiiieeeeeee ettt eette e e sae e st e e et ae e e aae e e e nnaaaee e e e nnaaaeaaeennns
13.10 SOft-TeCONTIGUIATION. ...c.uvietieriieeiieiie ettt ete sttt e et e st e sbeesaseeesssseeessnseesssssaesnns
T N I 010 1<) £SO OO P PP S PP PPPPRPPPPPN
13.12 HIIMIETS COMIMECT....eiiuureiitieriieereieeeetee ettt e ettt e e tee e e beeseabeesesbee s e bt esenseesnaeesnaeesasaeeennraeeesennnnn
1313 WRIENE .ottt ettt ettt s et et e et e r e be et e aeeteennenaeentenns
1314 PIO iX-LiST. eeitiieieeieeeie ettt ettt ettt e e et e s be e be e st e e beeesbeebeeesseenbeessseensaeens
1315 SHOW 1P DDttt ettt st ettt et e s
13.16 ShOW ip DD SUMIMATY......coiuiiiiiiiieeieeiteeie ettt te et e te e e s teesaeesbeessaesssaesssaeeennsneeas
13.17 Show ip DD NEIGHDOTS.....c..eiiiiiiiiiee et
13.18 ClEAT (P DEP.cuviieiiiiiieeieet ettt ettt ettt sttt et e e at e e rbe e saeenbaeneans
14 KOMAHIBI LLDP ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeaeaaeeens
T T LA ettt ettt sttt a et a et e st s bt e e abeeeabeeearees
14.2 11dp hold-TUIIPIIT....ccctieieiieeeieeeeee ettt et e e ste e e are e e aae e s reeeensaaaeeeennnns
14.3 11dp tranSmMit-INtEIVAL.....cccuiieciiiiieeieeiteeie ettt be et e e beesaaessbeessaeensaeseans
14,4 11AD MIOAE......eieeeeieeeiieeetee et eetee et e et e et e e e etae e e etae e e teeesbeeeessaeesssaeesssaeenssssaeesennsssaneesannnes
14.5 show 11dp CONfigUIAtioN......ccciiiiiiiiiiiiieriecie ettt e s te et e s sateeeesssaeees
14.6 ShOW 11dD NEIGIDOTS. ... .cooiiiiiiiie ettt st
14.7 SHOW 11AP 10CAL....cceiiiiiiieeiteeeeee ettt ettt e et e et st e e ssaesssaessnaeesnsneeas
15 KoMaHABI HSR ML PRP ...ttt ee e e e e e eeeeeeeeeeeeeesesesesesesssssesssesssaseees
15,1 INEEITACE IT€....eineiiieteeeeetee ettt ettt et ae et st b et e bt e sab e sabeesabeesanees
15.2 SHOW INEEITACES IT.....coiiiiiiiieeeee ettt sttt st e s aaee e
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1 BBeneHnue

B HacTosII[eM IOKyMeHTe U3/I0KeH CHHTAKCUC KOMaHZ, 111 KOHQUTYPUPOBAaHUS 1 MOHUTOPUHTA
ycTporicTB Ha 6a3e AngtelOS v.3.x.x, a Tak>xe TIpHBe/ieHa KOHPUTyparyst TI0 yMOJTYaHHIO.
ApxuTeKTypa KOMaH]| IMeeT MOAY/IbHYIO0 CTPYKTYPY, AJIs1 KOHQUTYPUPOBAHUSI TOH UM UHOM
(yHKIIMH, TIPOTOKO/Ia HEOOXOMU/JOMO TIEPEXO/IUTh B COOTBETBYIOIIUIA Pe)KUM KOH(UTYPUPOBaHUSI.
B Tabsuiie 1.1 npuBeeHbI yCIOBHBIE 0003HAUEHHS CHHTAaKCHCa KOMaH/I.

Tabnuia 1.1 — Yc1oBHbIe 0603HAUeHUsT

O06o3HaueHue

Onucanue

[]

B KBa/[paTHBIX CKOOKaX yKa3bIBAlOTCsl HeoOsi3aTe/IbHbIe TTapaMeTphbl

{

B ¢urypHbix ckobKax yKa3bIBalOTCSl BO3MOKHBIE 00si3aTe/IbHbIe
rapamMeTphI

argument

KypcrBoM yKa3bIBatOTCs IapaMeTphbl, KOTOpPble He0OX0ANMO
3aMeHHTh COOTBETCTBYIOIIIMMH T1eJTbIMU 3HAUEHUSIMHU WJTH CTPOKAaMH

O603HauaeT «WIM» B CHHTAKCHCE KOMaH/bI
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2 KoMaHOBI 00IIIeT0 Ha3HaYeHU A

2.1 exit

exit — KOMaH/1a, pe/iHa3HaueHHasl /11 BbIX0Ja U3 TeKYILero pexuma KoHpurypuposanus. Eciu
TeKyImi pexxum — OO1mii pexkuM, koMaHzja 3aBepiaet CLI-ceccrto.

CHHTaKCHUC
exit

ITapameTpsnl

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

ITpumep

console# exit

2.2  help

hEIP — KOMdH/l4, MTpeAHa3Ha4e€HHas A/ BbIBOAd CIIPABKH Hd YKd3dHHYIO KOMaH/Y.

CHHTaKCHuC
help cmd

ITapameTpsbIl
- cmd — yKa3bIBaeT UMsI KOMaH/bl.

KoH(urypanus no ymoruaHuio

Pexxum
Bce.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# help show
2.3  quit

quit — KoMaH/[ia, TIpeIHa3HaueHHast /i1 3aBepienus CLI-ceccun.

CHuHTaKcuc
quit

ITapameTpsbIl

KoHdurypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console(config-system)# quit

2.4 show version

show version — komaH/ja, TIpe/jHa3HAYeHHAs [/1s1 BLIBOJA HH(OPMALIMK O BEPCHSIX arapaTHOro v
MIPOrpaMMHOT0 00ecrieueHusl.

CHuHTaKcuc
show version

ITapameTpsbl

KoH(urypanus no ymoruaHuio

Pexxum
Bce.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# show version

2.5  show history

show history — komaHia, mpeiHa3HaueHHast /il BbIBOJIJa HCTOPUM BBOJIMMbIX I10JTb30BATEIEM
KOMaHI.

CuHTaKcuc
show history

ITapameTpsnl

KoH(urypanusi no ymo/1uaHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCIT0/Ib30BAHHUIO

ITpumep

console# show history

2.6  system

system — KOMaH/a, IIpeJHa3HaueHHasl 4J1s1 BX0Jlda B PEXXUM KOHCI)I/IprI/IpOBaHI/IH CHUCTEeMBI.

CHuHTaKcuc
system

ITapameTpsbl

KoH(urypanus no ymoruaHuio

Pexxum
Bce.

10
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# system
console(config-system)#

2.7 save

save — KOMaH/la, Mpe/iHa3HaueHHasi //isi COXpaHeHUs1 KOHPUTypaLyu.

CHuHTaKcuc
save

ITapameTpsbIl

KoH(urypanusi no yMmo/14aHuio
Konduryparus coxpansietcs: Bo BHyTpeHHI0r0 FLASH-namsats (I13Y).

Pexxum
OOt peXxuMm.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# save

2.8 load

load — xomaH/ia, pefHa3HaUeHHas JJis1 3arpy3ku u3 BHyTpeHHeill FLASH-namsiTi 1 npuMeHeHUH
BCell KOH(UTypaLMy yCTPOICTBa.

CuHTaKCHC
load

ITapameTpsbl

KoHurypanus no ymo4aHuio

11
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# load

2.9  import

import — KomaH/ja, peZiHa3HaueHHasi [i/Isl UMITIOPTHPOBaHWsl KOH(PUTypalMOHHOTO (aiisia ¢
TFTP/FTP CepBepa B TeKy11[yt0 KOH(HUTypaLUI0 YCTPOKCTBA.

CHuHTaKCHUC

import url
no import

ITapameTpsnl
- url — ompezienisieT MyTh K UCTOYHUKY KOH(PUTypaljuoHHOro (aiina.

KoH(urypanus no ymoruaHuio

Pexxum
OOImuil peXxuM.

PYKOBOACTBO 110 UCIT10/1Ib30BAHUIO

ITpumep

console# import ftp://username:password@172.16.1.1/config
console# import tftp://172.16.1.1/config

2.10 export

export — KoMaH/1a, ipefjHa3HaueHHasi /i1 9KCIIOPTUPOBaHUs TeKylllel KoH(Urypaljuu yCTpoicTBa
Ha TFTP/FTP Cepgep.

CHHTaKCHC
export url

IIapameTpsbl

- url — ompegensiet myTh K ¢aitny Ha TFTP/FTP Cepsepe, B KOTOpBIi OyzeT 3KCIIOPTUPOBaHHA
KOH(Uryparusi.

12
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KoH¢urypanus no ymoruaHuio

Pexum
OO0 pexxum.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console# export ftp://username:password@172.16.1.1/config
console# export tftp://172.16.1.1/config

2.11 delete

delete — komaH/a, peiHa3HaYeHHast J/1s yAaneHus U3 BHyTpeHHell FLASH-namMsiTi coxpaHeHHOM
KOH(UTrypalyu U NpUMeHeHUs 3aBOJCKHUX HaCTPOEK.

CHuHTaKcuc
delete

ITapameTpsbIl

KoH(urypanus no ymoruaHuio

Pexxum
OOt pexxum.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# delete

2.12 reload

reload — xomaH/a, ipejHa3HauUeHHasi /1J1s1 lepe3arpy3ku OrepalyoHHON CUCTEMBI.

CuHTaKCcHuC
reload [in {hhh:mm | mm} | cancel]

13
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ITapameTpsbl

- hhh:mm — oripeiesisieT BpeMmsi, uepe3 KoTopoe OyzieT rmepe3arpy>keH0 yCTPOWCTBO B hopmare
Uachl: MUHYMBbL.

- mm — oripe[ieJisieT BpeMsi, uepe3 KoTopoe OyzieT repe3arpy>keH0 yCTPOWCTBO B hopmare
MUHYMBL.

- cancel — oT™MeHsieT OT/IOKEHHYTO Tepe3arpy3Ky.

KoHurypanus no ymo/1uaHHIO
Ecsii He BBOAUTD MapaMeTpbl KOMaH/Ibl, TO YCTPOKCTBO Oy/zeT repe3arpy>keHo HeMe[[JIEHHO.

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# reload in 121:12
2.13 ping

ping — KoMaH/1a, peiHa3HaueHHasi AJ1si oTripaBKi ICMP-3aripocoB [ijist IPOBEPKU CBSI3H C
JOPYTUMH y371aMU Y KOHEYHBIMH YCTPOHUCTBaMH CeTH.

CHuHTaKCcHuc

ping {ipv4-address | hostname} [count packet-count] [interval interval-value] [ttl ttl-value] [psize
packet-size] [tos tos-value]

ITapameTpsbIl

- ipv4-address — yka3biBaeT IPv4-asipec y3/a ceTu.

- hostname — yka3sbIBaeT JOMeHHOe UMs y3/1a CeTH.

- packet-count — ormpeeJisieT KOuuecTBO oTrpassiemMbix ICMP-3anpocos. ([Juamna3on: 1-15
T1aKeTOB)

- interval-value — ompepiensieT UHTepBa/ BpeMeHU Mexxay oTripaBkoii ICMP-3aripocos. ([uamna3oH:
0.1-60 c marom 0.1 cekyH/ibI)

- ttl-value — onpepensier 3HaueHue nosst TTL B ornpaBnsembix ICMP-3anpocax. ([JuanasoH: 1-
255)

- psize-value — ompeiesnisieT pa3Mep OTIIPAB/sieMbIX KaZpoB. (/Iuamna3oH: 64-1518 GaiiT)

- tos-value — oripepesnsiet 3HaueHue 1o/t TOS B otnipaBnsiembix ICMP-3anpocax. ([Juara3oH: 0-
255)

KoHurypanus no ymor4aHuio

- packet-count — 3.
interval-value — 0.5.
ttl-value — 64.
psize-value — 98.
tos-value — 0.

14
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# ping 8.8.8.8 count 10 interval 1 ttl 20 psize 64 tos 120

2.14 traceroute

traceroute — KOMaH/1a, TTpeAiHa3HaYeHHasl /sl OTnpe/ie/ieHH st MapIpyTa Tpaduka Ao y3ia
Ha3HAUEeHWsI.

CHuHTaKCHUC

traceroute {ipv4-address | hostname} [dns-resolve] [first-ttl first-ttl-value] [max-ttl max-ttl-value]
[count count-value] [interval interval-value] [gracetime gracetime-value] [psize packet-size]
[dest-port port-number] [tos tos-value] [max-unknown max-unknown-value]

ITapameTpsbIl

- ipv4-address — yka3biBaeT IPv4-asipec y3/a ceTu.

- hostname — yka3bIBaeT JOMeHHOe UMsl y3/1a CeTH.

- dns-resolve — BK/tOUaeT pa3pellieHle JOMEHHbIX UMEH y3/I0B CeTH MapllpyTa.

- first-ttl-value — onpepensiet HauanbHOe 3HaueHue TTL. ([Juama3zoH: 1-255)

- max-ttl-value — onpepensieT MakCUMasbHOE KOJIMUECTBO yUacTKOB B MapiupyTe. ([uamna3on: 1-
255)

- count-value — ompefiesisieT KOJIMUECTBO LIUK/IOB OTIPaBKY MAKeTOB [i/Is OTpe/ie/ieHrs1 MapIlpyTa.
(duarazon: 1-10)

- interval-value — onpefiensieT UHTePBa/ BpeMeHU MeX/y LIMK/IaMU OTIIPaBKU MaKeToB J1/1s
onpegenenus mapiipyta. (Auamna3on: 0.1-60 c marom 0.1 cekyH/ibI)

- gracetime-value — orpe/iesisieT BpeMsi O)KWJaHUsl OTBeTa I0C/Ie Toc/aejHero 3amnpoca. (ramna3oH:
0.1-60 c marom 0.1 ceKyH/ibI)

- psize-value — omipeiesnisieT pa3Mep OTIIPAB/sieMbIX KaZpoB. ([Iuamna3oH: 64-1518 GaiiT)

- port-number — onpepensier Homep UDP nopra Ha3HaueHUsl B OTIPaB/IsieMbIX TaKeTax.
(Juanason: 1-65535)

- tos-value — omnpeiensiet 3HaueHue 1oyt TOS B oTripaBsieMbix naketax. ([Juamna3zon: 0-255)

- max-unknown-value — onpeziesisieT MaKCMMa/IbHOe KOJIMYeCTBO HEHM3BECTHBIX Y3/10B CETU B
MapuipyTe. (duana3on: 1-255)

KoH¢urypanus no ymoruaHuio

- dns-resolve — oTksitoueHo.

first-ttl-value — 1.

max-ttl-value — 30.

count-value — 3.

interval-value — 0.2.

- gracetime-value — 2.

- psize-value — 64.

- port-number — BbIOMpPAETCs CyYaliHBIM 00pa3oM.
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- tos-value — 0.
- max-unknown-value — 12.

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# traceroute 8.8.8.8

2.15 upgrade client identity

upgrade client identity — komaH/a, npeiHa3HaYeHHast [/11 UMIIOpTa OTKphIToro SSH kitoua,
MCTIO/IH3YEeMOTO JI/1sl TIOAK/TIOUeHUs K yja/leHHOMY cepBepy 0OHOB/IeHHs 110 TIpoTokomy SSH.

CHuHTaKCcHucC

upgrade client identity [rsa | ec]
no upgrade client identity

ITapameTpsbIl

- rsa — onpejessieT TUIl UMITIOpTHpyeMoi napsl Kiatoueld SSH kak RSA.
- eCc — ompeje/sieT TUM UMITOPTHPYyeMoli mapbl Kitouelt SSH kak ECDSA.

KoH(urypanus no ymoruaHuio

OnpepeneH NMpOU3BOJUTETIEM.

Pexxum

Pe>kM KOH(UTypUpPOBaHUsI CUCTEMBI.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITpumep

console# system
console(config-system)#upgrade client identity ec

2.16 upgrade server url

upgrade server url — KomaH/ia, TIpeiHa3HaUeHHasl [/ 3aJJaHUs TTYTH K UICTOYHUKY OOHOB/IEHUS
I10.

CuHTaKCHuC
upgrade server url url-string
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no upgrade url

ITapameTpsbl

- url — oripeiesnisieT MyTh K UCTOUHUKY 0OHOBeHMs [10.

KoH(urypanusi no ymoruaHuio
OrnpeziesieH IpOU3BOAUTE/IEM.

Pexxum

Pe>xuM KOH(UTypUpPOBaHUS CUCTEMBI.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# system

console(config-system)#upgrade server url
ftp://username:password@172.16.1.1/img-file

console(config-system)#upgrade server url tftp://172.16.1.1/img-file

2.17 upgrade server trusted

upgrade server trusted — koMaH/ja, TTpefHa3HaYeHHAs /I/I1 UMITOPTA JIOBEPEHHBIX K/THOUei
yZIa7IeHHOTO cepBepa 0OHOBJIEHHs 110 TTPOTOKoTy SSH.

CHuHTaKCcHuc

upgrade server trusted key-name
no upgrade server trusted

ITapameTpsnl
- key-name — oripefiesisieT UMsi CO3/laBaeMoOro KJIIOva.

KoH(urypanusi no ymo/1uaHuio
VMIOpTHPOBaH MPOU3BOJUTEJIEM.

Pexxum

Pe>kM KOH(UTypUpOBaHUsI CUCTEMBI.

PYKOBOJICTBO M0 UCIT0/Ib30BAHHUIO

ITpumep

console# system
console(config-system)#upgrade server trusted Test

17
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2.18 sysupgrade

sysupgrade — KoMmaH/1a, TIpeZiHa3HaueHHasl /171l 0OHOBJIEHHSI POrPAMMHOTO 00eCTieueHusl.

CuHTaKCHuC
sysupgrade

ITapameTpsbl

KoH(urypanusi no ymoruaHuio

Pexxum
Bce.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

st mpouiecca oOHOB/eHHUs1 KoMaH0l upgrade server url o6si3aTenbHO [Jo/KeH OBITH 33/laH MY Th K
¢aiiny I10.

IIpumep

console# system
console(config-system)# upgrade server url tftp://172.16.1.1/img-file
console(config-system)# sysupgrade

2.19 show system

show system — komaH/ia, pe/iHa3HaueHHasi i1 0ToOpakeHus1 UHGOPMAIUK O CUCTEMHBIX
HaCTPOMKaX.

CuHTaKCuC
show system

ITapameTpsbIl

KoH(urypanus no ymo/ruaHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCI10/Ib30BAHUIO
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ITpumep

console# show system

2.20 cli

cli — xoMaHia, IpejHa3HauUeHHas /151 BXo/ja B pexkuM KoHpurypupoanust CLI-nHTepdeiica.

CHuHTaKCHUC
cli

ITapameTpsbIl

KoH(urypanusi no ymo/1uaHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCIT0/Ib30BAHHUIO

ITpumep

console# cli
console(config-cli)#

2.21 hostname

hostname — KoMaH/ja, TpejHa3HaueHHasi Jjis1 HACTPOWKU UMEeHM YCTPOMCTRBa.

CuHTaKCcHuc
hostname hostname-string

ITapameTpsl
- hostname-string — ormpejiesisieT UMsl yCTPOMCTBA.

KoH(urypanusi no yMmo/r4aHuio
He onipegeneno.

Pexxum
Pe>KUM KOH(GUTYPUPOBaHUST CUCTEMBI.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO

19



AO «Axecmpem-Tenekom». Onucanue uHmepaetica KoMaHoHoU cmpoku 045 AngtelOS

ITpumep

console# system
console(config-system)# hostname Corundum
Corundum(config-system)#

2.22 timeout

timeout — KOMaH/1a, TIpe/IHa3HauUeHHas /i1 HACTPOWKY BpeMeHH Oe3zeticTeus CLI-uHTepdetica,
T10 MCTeUeHHIO0 KOTOPOro CeCCHsi aBTOMaTUUeCKH 3aKpPhIBaeTCsl.

CHHTAaKCHC
timeout timeout-value

ITapameTpsbIl

- timeout-value — ompesiensieT BpeMsi Oe3zpelicTBust osib3oBatess B CLI-uHTepdetice, mo
HCTeYeHUI0 KOTOPOro CMCTeMa 3aBepIlrT cecCUto yrpasieHus. (duana3on: 60-3600 cekyH)

KoH¢urypanus no ymouaHuio
600.

Pexxum

Pexxum KoHurypupoBanust CLI-unTepdeiica.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITpumep

console# cli
console(config-cli)#timeout 1000

2.23 show cli

show cli — KomaH/ia, ipesiHa3HaueHHast i1 0ToOpaXkeHUs1 MHPOpMaLuK o HacTpoiikax CLI-
uHTepdetica.

CHuHTaKcuc
show cli

ITapameTpsbl

KoH(urypanus no ymoruaHuio
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# show cli

2.24 switch

switch — komaH/ja, npejHa3HaYeHHas /17151 BXOZla B peXKUM KOH(UIypUPOBaHUsI KOMMYTaTopa.

CHHTaKCHuC
switch

ITapameTpsnl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/1Ib30BAHUIO

ITpumep

console# switch

2.25 mac address-table static

mac address-table static — komaH/a, rpefHa3HaueHHasi /i1 CO3[,aHUs1 CTaTUUeCKOW 3alucH B
tabme MAC-aapecos.

CuHTaKCHC
mac address-table static vid vian-id interface interface-id address mac-address

ITapameTpsnl

- vlan-id — onpegensier VLAN ID. ([Juamna3on: 1-4094)
- interface-id — omipefiensieT pU3nUeCKrii UHTepderiC.
- mac-address — onipepienisier MAC-azipec.
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KoH¢urypanus no ymoruaHuio

3arnucu He CO3/laHBblI.

Pexxum

Pe>xuM KOH(QUTypUpPOBaHUS KOMMYTaTOpa.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console(config-switch)# mac address-table static 50:ad:12:13:00:01 vlan 2
interface gel

2.26 mac address-table aging-time

mac address-table aging-time — koMaH/ia, TipefHa3HaueHHas Jjis1 HACTPONUKU BpeMeHU
yctapeBaHus Tabmuisl MAC-azipecos.

CuHTaKCHuC
mac address-table aging-time aging-time-value

ITapameTpsl

- aging-time-value — omipezensieT Bpems ycrapeBanust Tabnuist MAC-agpecos. ([Iuamna3oH: 15-
956 cekyHx)

KoHurypanus no ymo/1uaH1IO
3arucy He CO3/1aHbl.

Pexxum
Pe>kvM KOHGUTypUpPOBaHHUST KOMMYTaTOpa.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console(config-switch)# mac address-table static vid 2 interface gel
50:ad:12:13:00:01

2.27 show mac address-table

show mac address-table — komaHn/ja, pefHa3HaueHHAas /711 OTOOPaXKeHHsI Tab/HUILIbI Tab/HUIe
MAC-agpecos.

CuHTaKCuC
show mac address-table [vlan vian-id | interface interface-id | address mac-address]
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ITapameTpsbl

- vlan-id — onpegensier VLAN ID. ([Juara3on: 1-4094)
- interface-id — omipefiensieT hu3nUeCKUii UHTEpdeiic.
- mac-address — oripezienisier MAC-azipec.

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO I10 UCI10/IB30BAHHNIO
Ecn He yka3bIBaTh TlapaMeTp, TO KOMaH/la BRIBOAUT BCIO MHGbopMarLio o Tabauiie MAC-aapecos.

ITpumep

console(config-switch)# show mac address-table vlan 2

2.28 show mac address-table count

show mac address-table count — xoman/ia, ipejHa3HaueHHas /11 OTOOPayKeHHUsT KO/TMUeCTBa
W3yUeHHBIX U CTaTUuecKu f06aBneHHbIXx M A C-azipecoB.

CHuHTaKCcHuc
show mac address-table count

ITapameTpsnl

KoH(urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITpumep
console(config-switch)# show mac address-table count

2.29 show mac address-table aging-time

show mac address-table aging-time — komaHia, ipefiHa3HaueHHast s 0TOOpaXkeHHs TabIUL[bI
tabmie MAC-aapecos.
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CuHTaKCHuC
show mac address-table aging-time

ITapameTpsbl

Kouurypanus no ymo/r4aHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console(config-switch)# show mac address-table aging-time

2.30 clear mac address-table

clear mac address-table — KomaHn/1a, ipejHa3HaueHHas /1/1s1 OTOOPayKeHUsS TabMIIBI TabmHie
MAC-agpecos.

CuHTaKCcuc
clear mac address-table interface-id

ITapameTpsnl

- interface-id — ompefiensietT hu3MUeCKUM UHTEPdEC.

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PyKoB0O/CTBO 110 UCII0/Ib30BAHUIO
Ecu He yka3bIBaTh TlapaMeTp, TO KOMaH/la OUMCTUTh BCiO Tabmuily MAC-azipecos.

ITpumep

console(config-switch)# clear mac address-table

231 ip

ip — KomaHzia, mpeiHa3HaueHHast /il BX0/ja B Pe>KUM KoH(uUrypuposanusi IP.
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CHHTaKCHUC
ip

ITapameTpsbl

Kouurypanus no ymo/r4aHuio

Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console# 1ip
console(config-ip)#
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3 KoMaHObl KOHPUTYPHUPOBAHUS
Ethernet

3.1 interface

interface — KomaH/ia, TipeiHa3HaueHHast [/ BXO/]a B PE>KUM KOHPUTYpUPOBaHHsI MHTepdeiica
Ethernet.

CuHTaKCcHuc
interface interface-list

ITapameTpsbl
- interface-list — yka3bIBaeT CTIMCOK UHTeP(eiCoB.

KoHnurypanys no ymor4aHuio

Pexxum
Bce.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# interface gel-3,gel0
console(config-if-gel-3,gel0)#

3.2 shutdown

shutdown — komaH/ia, npefHa3HaueHHas JJis1 OTK/IoueHUs uHtepgeiica Ethernet (mepeBosuT B
cocrosinne LINK DOWN). Komanga ¢ npeprikcom no BkitodaeT uHtepgetic Ethernet (mepeBogur B
cocrosiHuue LINK UP).

CHuHTaKCcHuc

shutdown
no shutdown

ITapameTpsnl
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KoH¢urypanus no ymoruaHuio

Pexxum

Pe>xum koHpurypupoBanus uarepdeiica Ethernet.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console# interface gel
console(config-if-gel)# shutdown

3.3  show interfaces status

show interfaces status — komaH/1a, MpefHa3HaYeHHas /1J1s1 OTOOpaykeHUsI UH(MOPMALIMHU O CTaTyCe
uHTeppeiicoB Ethernet.

CHHTaKCHC
show interfaces status [interface-id]

ITapameTpsbIl

- interface-id — omipefiensieT pU3nUeCKrii UHTepderiC.

KoH(urypanus no ymoruaHuio

Ecsv mapamerp interface-id He yka3aH, TO KOMaH/ia BEIBOAUT HHMOpMaI1io 060 Bcex uHTepdeticax
Ethernet.

Pexxum
Bce.

PYKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# show interfaces status

3.4  negotiation

negotiation — KoMaH/ia, TIpeJHa3HauUeHHas /IJisi BK/ItoueHust (DyHKI[MM aBTOCOIVIaCOBAHUS Ha
untepdeiice Ethernet. Komanga c npedurkcom no oTk/todaeT (GyHKLMIO aBTOCOT/IACOBAHMUSI.

CHuHTaKCcHuC

negotiation [10h | 10f | 100h | 100f | 1000f] [flow-control {yes | no}]
no negotiation
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ITapameTpsbl

- 10h — omnpeiensieT UTO peK/IaMHUPYeTCs peXXUM: Tionyayruiekc 10 Mowut/c.

- 10f — ompezensieT, UTO peKIaAMUPYeTCsT PEXKUM: TIOTHBIN AyTiekc 10 MouT/c.

- 100h — omnpezesnsiet, UTO peKJIaMUPYeTCsl peXxuM: Tionyayriekc 100 Mour/c.

- 100f — ompeesnsieT, UTO PeKIaAMHUPYETCsI PEXXUM: TTOJHBIHN Ayruiekc 100 Mbowut/c.

- 1000f — onpezensieT, YTO peKIaAMUPYETCsI PeXXUM: TIOHBIN gyTiiekc 1000 M6wut/c.

- flow-control yes — omnpeziensieT, UTo pek/laMUpyeTCsi BO3MOXKHOCTh yripaBieHusi motokoM IEEE
802.3x.

- flow-control no — ormpesensiet, uTo BO3MOXKHOCTH yripaBeHust motokom IEEE 802.3x He
peK/1IaMUpyeTCsl.

KoH¢urypanusi no ymo/ruaHuio

Ecnu He 3a7aBaTh apaMeTphbl, PeK/IaMHPYIOTCSI BCe TIO/iep>KUBaeMble CKOPOCTH U IyTI/IeKChI U He
PeK/IaMHUPYeTCsl BO3MO)KHOCTb yTpaB/ieHHsI [TOTOKOM.

Pexxum

Pe>xum koHpuUrypupoBanus unrepdeiica Ethernet.

PYKOBO,[[CTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console(config-if-gel)# negotiation 100f 1000f flow-control yes

3.5  flowcontrol

flowcontrol — xomaHja, pefiHa3HaueHHas /i HACTPOWKU pe)Kuma yripasseHus noTokoMm [EEE
802.3x Ha unTepdeiice Ethernet. KomaHia ¢ mpecdhrkcoM no Bo3BpalljaeT KOHPUTypaluto 1o
YMOJTYaHHIO.

CHuHTaKCcHucC

flowcontrol {off | rx-only | tx-only | rx-tx}
no flowcontrol

ITapameTpsbIl

- off — oTkmouaet GyHKLMIO yrIpaB/ieHNs TOTOKOM.

- rx-only — onpezesnset pexkum pabotel IEEE 802.3x, 1py KOTOPOM YCTPOMCTBO He OTIIPaB/IsSIeT
kazpel PAUSE, a TonbKO NpUHUMaeT UX.

- tx-only — omnpezesnsier pexxum pabotel IEEE 802.3x, Tpy KOTOPOM YCTPOMCTBO He TIPUHUMAET
kazpel PAUSE, a To/bKO OTIIpaBisieT Ux.

- rX-tx — omnpegessiet pexkum padbotel IEEE 802.3x, 1py KOTOPOM YCTPOMCTBO U TTPUHUMAET, U
ornpasssieT Kagpsl PAUSE.

KoH(urypanusi no yMmo/r4aHuio
[TapameTp — off.

Pexxum

PexxuM koHUTyprpoBaHusi uHTep(detica Ethernet.
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PYKOBOJZ[CTBO M0 UCIT10/1Ib30BAHHUIO

HpI/I HN3MEHEHNHW NJdHHOI'O ITapaMeTpPd aBTOMATHUUY€CKH OTK/THOUYA€TCA dBTOCOITIACOBAHUE.

ITpumep

console(config-if-gel)# flowcontrol rx-tx

3.6  duplex

duplex — KomaH/ia, TipeZiHa3HaueHHasl [jjisi HACTPOWMKU pPeXKUMa AyTuieKca, B KoTopoM OyzeT
paborars nnTepdetic Ethernet. Komanza c nmpedrkcom no Bo3BpaiiaeT KOHGHUTyPaLMIO 110
YMOJ/TUaHHIO.

CHuHTaKCcHuc

duplex {half | full}
no duplex

ITapameTpsnl

- half — onpepgenser pexxum nonyzaymnekca.
- full — omnpeyensieT pe>xxuM MOMHOTO AyIUIEKCA.

KoHdurypanus no ymo/14aH1IO
[Tapametp — full.

Pexxum

PexxuM koHUTryprpoBaHusi uHTep@detiica Ethernet.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO
HpI/I HN3MEeHeHHWH JdHHOTI'O ITapaMeTpPd aBTOMAaTHUUYeCKHW OTK/IH0UdeTCA aBTOCOIJIaCOBAHHE.

ITpumep

console(config-if-fel)# duplex half

3.7  speed

speed — KOMaH/ia, TIpe/IHa3HaueHHast /i1 HACTPOUKH CKOPOCTH, Ha KOTOpOH OyzeT paboTarhb
unHTtep¢eiic Ethernet. Komanza ¢ mpeduKkcoM no Bo3BpaiaeT KOHPUTYPALUIO 110 YMOTUaHHUIO.

CHuHTaKcuc

speed [10 | 100 | 1000]
no speed

ITapameTpsnl

- 10 — ompezensier ckopocTh 10 M6uT/C
- 100 — onpesiensier ckopoctb 100 M6wuTt/c.
- 1000 — ormpezensier ckopocth 1000 Mbwur/c.
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KoH¢urypanusa no ymo14aHHIO
[Tapametp — off.

Pexxum

Pe>xum koHpurypupoBanus uarepdeiica Ethernet.

PYKOB()}.ICTBO 10 UCIT10/1Ib30BAHUIO
HpI/I N3MEHEHNHU JdHHOIO IapaMeTpPd dBTOMATUUYECKH OTK/THOUYAETCH dBTOCOIVIACOBAHUE.

ITIpumep

console(config-if-gel)# speed 100

3.8  show interfaces configuration

show interfaces configuration — komaH/ja, ipefHa3HaUeHHas /17151 OTOOpaykeHHst MHGOpPMaIUU 00
aIMUHUCTPaTUBHBIX HacTpouKax uHTepdeiico Ethernet.

CuHTaKCHuC
show interfaces configuration [interface-id]

ITapameTpsbIl
- interface-id — omipefiensieT hu3uUeCcKUii UHTepdeiic.

KoH(urypanus no ymoruaHuio

Ecymm mapamerp interface-id He ykKa3aH, TO KOMaH/ia BEIBOAUT HH(MOpMaIHio 060 Bcex uHTepdeticax
Ethernet.

Pexxum
Bce.

PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITIpumep

console# show interfaces configuration

3.9  show interfaces advertise

show interfaces advertise — komaHia, peiHa3HaueHHast /i 0TOOpakeHHUs1 MH(OPMALUU O
HacTpolKax (PyHKLMY aTocornacoBaHusi uHTepgeiicos Ethernet.

CuHTaKCuC
show interfaces advertise [interface-id]
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ITapameTpsbl

- interface-id — omipefiensieT hu3MUeCKUM UHTEPdEC.

KoHdurypanus no ymoruaHuio

Ecsu mapameTp interface-id He yka3aH, To KOMaH/ia BBIBOJUT WH(bOpMaLrio 000 Bcex uHTepdeiicax
Ethernet.

Pexxum
Bce.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# show interfaces advertise gel

3.10 description(Interface)

description — koMaH/ia, Mpe/iHa3HaueHHasl /1J1s1 HACTPOMKY ornucaHusl uHTepgeiica Ethernet.
Komanzia ¢ ripe(HKCOM no yanisieT orrcaHue.

CHHTaKCHUC

description string
no description

ITapameTpsnl

- string — 3afaeT ornvcaHue nopra ([nmvHa: 1-128 cuMBOOB).

KoH¢urypanus no ymo/14aHHIO
He 3agaHo.

Pexxum

PexxuM KoHpUrypupoBaHust uHTepgeiica Ethernet.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITpumep
console(config-if-gel)# description TRUNK

3.11 show interfaces description

show interfaces description — KomaHn/ia, ipejHa3HaueHHasi /i1 0ToOpa)keHHs1 HHGOPMAIH O
HacTpoliKax onvcanusi uHtepgericos Ethernet.
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CHuHTaKCHC
show interfaces description [interface-id]

ITapameTpsbl
- interface-id — ompefiensier hu3MUeCKUM UHTEPdENC.

Kouurypanus no ymo/r4aHuio

Eciu mapamerp interface-id He yka3aH, To KOMaH/la BBIBOJUT MHGOpMalLMio 000 Bcex uHTepdeicax
Ethernet.

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

IIpumep

console# show interfaces description

3.12 show fiber-ports optical-transceiver

show fiber-ports optical-transceiver — komaHia, ipeiHa3HaueHHast 11 OTOOPaXKeHHsT
vHdopmaiuu o roakaoueHHbIx SFP/SFP+ mopynsix.

CuHTaKCHuC
show fiber-ports optical-transceiver interface-id

ITapameTpsl
- interface-id — omipefiensieT hu3nUeCKUii UHTEpdeiic.

KoH(urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

IIpumep

console# show fiber-ports optical-transceiver gel
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3.13 show interfaces common

show interfaces common — koMaH/ja, TipeiHa3HaYeHHasI /17151 0TOOpaXkeHHst 001Lel MHpOpMaLu
00 uHTepdeticax.

CHHTaKCHC
show interfaces common [interface-id]

IIapameTpsbl
- interface-id — omipefiensieT uMsi uHTepdetica.

KoHurypanus no ymor4aHuio

Ecnu napameTp interface-id He yka3aH, TO KOMaH/la BBIBOAUT UH(pOpMaruio 000 Bcex uHTepdeticax
YCTPOMCTBA.

Pexxum
Bce.

PyKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

ITpumep

console# show interfaces description

3.14 mtu

mtu — KoMaH/a, TipejHa3HaueHHas /1Jis HACTPOMKM MaKCMMaJIbHOTO pa3Mepa KaJIpoB, KOTOphIe
MOTYT TepechliaTbcst nHTepdeiicom. KomaH/a c npedrkcoM no Bo3BpaiilaeT KOH(UTrypaluio 1o
YMOTUaHUIO.

CuHTaKCHC

mtu size
no mtu

ITapameTpsnl

- Size — 3a/laeT MaKCUMaJIbHbIN pa3Mep B OaliTax BXOASIIUX KaJpPOB, KOTOPbIe MOTYT
repechlIaThCsl uepe3 UHTepderic.

KoHurypanus no ymo4aHuio
1522.

Pexxum

Pe>xum koHpurypupoBanus uarepdeiica Ethernet.

PYKOBOHCTBO 10 UCIT10/Ib30BAHHUIO
HPI/I HN3MEHEHHH AdHHOTI'O ITapaMeTpPd aBTOMATHUU€CKU OTK/IHOUAETCA aBTOCOIJIaCOBAHHE.
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ITpumep

console(config-if-gel)# mtu 9200

3.15 switchport

switchport — komaH/ja, npeHa3HaYeHHas [/ [epeBo/a opTa B Pe>XKMM KOMMYTaLIUU KaJ|pOB.
Komangia ¢ npeykcoM no rnepeBozvT MOPT B PEXXKUM MapIIpyTH3aLMy NaKeToB.

CHuHTaKcuc

switchport
no switchport

ITapameTpsbl

KoH(urypanusi no ymo/ruaHuio

Pexxum
PexxuM koHUryprpoBaHusi uHTepdetiica Ethernet.

PYKOBOJICTBO M0 UCIT10/Ib30BAHUIO

ITpumep

console# interface gel
console(config-if-gel)# no switchport
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4 KoMmaHnOwe! VLAN

4.1 vlan database

vlan database — KoMaH/ja, pejHa3HaueHHasi i BX0/la B pe>xkuM KoHpurypupoBanust VLAN.

CHuHTaKCcHucC
vlan database

ITapameTpsl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console# vlan database

4.2 vlian

vlan — komaH/[ja, ipeiHa3HaueHHas 171 co3fanuss VLAN. Komanza ¢ mpedukcom no yaanser
VLAN.

CHHTaKCHuC

vlan vilan-list [vlan-name]
no vlan vian-list

ITapameTpsnl

- vlan-list — onpegensiet ciucok VLAN. ([uana3on: 1-4094)
- vlan-name — yka3biBaeT umsi VLAN. ([JnuHa: 1-32 cMMBOJIOB)

KoHurypanusa no ymo14aHHIO
VLAN 1 co3zaH 1o yMOo/I4aHuHo.
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Pexxum

Pe>xuM KOH(QUTypUpOBaHUS KOMMYyTaTopa.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console(config-switch)# vlan 2-10,456

4.3 name

name — KOMaH/ja, NpeJjHa3HaueHHas /151 HacTpoiku nMeHH VLAN. Komanga c nperikcoMm no
ypansier umsi VLAN.

CHuHTaKCHUC

name vlan-list vlan-name
no name vian-list

ITapameTpsnl

- vlan-list — onpepensietr ciucok VLAN. ([duana3zon: 1-4094)
- vlan-name — yka3biBaeT umsi VLAN. ([JuHa: 1-32 cMBOJIOB)

KoH(urypanusi no ymo/14aHuio
VLAN 1 co3zaH no ymonuanuto ¢ umeHeM Default.

Pexxum
PexxuMm koHburyprpoBanusi VLAN.

PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console(config-switch)# vlan database
console(config-vlan)# vlan 100 Old_Name
console(config-vlan)# name 100 New_Name

4.4 show vlan

show vlan — koMaHzia, ipefHa3HaueHHasi Ajis1 0TobpaykeHHsT HHGOpPMAIUK 0 co31aHHbIX VLAN.

CHHTAaKCHC
show vlan vilan-id
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ITapameTpsbl
- vlan-id — yxka3sbiBaer VLAN ID. ([Juanazon: 1-4094)

KoHdurypanus no ymoruaHuio

Ecsn mapametp vlan-id He yka3aH, To KoMaH/ia 0ToOpakaeT MH(OPMAIIMIO 0 BCeX CO3/IaHHBIX
VLAN.

Pexxum
Bce.

PYKOBO,[[CTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# show vlan

4.5  switchport mode

switchport mode — koMaH/ia, Tipe/Ha3HaueHHas1 [jisk HACTPOMKHU pexkrMa nopta. KomaHga ¢
nipe(MKCOM NO BO3BpaIljaeT KOHPUTYPALUIO 110 YMO/TUAHHUIO.

CHHTaKCHUC

switchport mode {access | trunk | general}
no switchport mode

ITapameTpsnl

- access — PEXXUM JIOCTyTIa [ijisi abOHEeHTCKOTo TopTa.
- trunk — pe)xuM TpaHKa Ji/isl TIpoBatiZiepCKoro TopTa.
- general — pe>xuM yHHBepCasbHbIM, KOTOPbIH M03BOJIsSieT TUOKO HaCTpauBaTh MOPT /IJIsi CBOMX

HYX],.

KoH(urypanusi no ymo/r4aHuio
[TapameTp — access.

Pexxum

PexxuM koHbUTyprpoBaHust uHTepdetiica Ethernet.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

Ecnu nopt HacTpoeH B pexxuMe Trunk unu General u npuHazanexxut HekotopeiM VLAN, To
kKoMaH/1bl switchport mode access 1 no switchport mode yzansat ero u3 stux VLAN u 106aBsT B
Default VLAN.

Ec/m nopt HacTtpoeH B pexkume Access U NpyUHaiexxuT HekotopoMy VLAN, To KomaHzia
switchport mode trunk ynanur ero u3 3toro VLAN u go6aBur B Default VLAN.
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ITpumep

console(config-if-gel0)# switchport mode trunk

4.6  switchport access vlan

switchport access vlan — KomaH/a, npefiHa3HaueHHast A1 fobasieHust mopra gocryna B VLAN.
Komangia ¢ npedrikcoM no Bo3BpailjaeT KOH(pUTrypaLyio 1o yMOTYaHHIO.

CHuHTaKcuc

switchport access vlan vian-id
no switchport access vlan

ITapameTpsbl
- vlan-id — ykassiBaeT VLAN ID. (Juana3on: 1-4094)

KoH(urypanusi no ymo/ruaHuio
WnTtepdeiic npuHaanexxut K Default VLAN 1.

Pexxum
PexxuM koHUryprpoBaHusi uHTepdetiica Ethernet.

PYKOBOJICTBO M0 UCIT10/Ib30BAHUIO

Korma ACCESS nopt fo6asnsiercst B ipyroit VLAN, oH aBTOMaTHUeCKH YasieTCsl U3
npeabiayiero VLAN.

ITpumep

console(config)# interface gel@
console(config-if-gel0)# switchport access vlan 3

4.7  switchport trunk allowed vlan

switchport trunk allowed vlan — xomaH/a, ipesiHa3HaueHHas J71s1 0OaB/IeHUS/ YA IeHUST
TRUNK nopra B/u3 VLAN.

CHuHTaKCHC
switchport trunk allowed vlan {add vlan-list | remove vlan-list}

ITapameTpsl

- vlan-list — yka3biBaet criicok VLAN ID, B koTopble Oyziet nobaeseH/yjaneH nopr. ([Iuarna3oH:
1-4094)

KoHdurypanus no ymoruaHuio
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Pexxum

Pe>xum koHpurypupoBanus uatepdeiica Ethernet.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console(config)# interface gel0
console(config-if-gel0)# switchport trunk allowed vlan add 2-10, 30

4.8  switchport trunk native vlan

switchport trunk native vlan — komaHia, peiHa3HaueHHast fijisl yKa3aHusi cooctBenHoro VLAN
Ha TRUNK nopty. KomaHga c rnpedrkcom no Bo3BpaiiiaeT KOHMUTypalj|io 10 yMOTUaHHIO.

CHHTaKCHUC

switchport trunk native vlan vian-id
no switchport trunk native vlan

ITapameTpsbl
- vlan-id — yxka3seiBaer VLAN ID. (Juanazon: 1-4094)

KoH(urypanus no ymoruaHuio

Pexxum

PexxuM KoHpUrypupoBanust uHTepgeiica Ethernet.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console(config)# interface gel®
console(config-if-gel0)# switchport trunk allowed add 2-10,30

4.9  show interfaces switchport

show interfaces switchport — KomaH/ia, ipesiHa3HaueHHast i1 0TOOpaXkeHHsT HH(POPMAI|H O
VLAN-Hactpoiikax uHTepdeiicoB Ethernet.

CHHTAKCHC
show interfaces switchport [interface-id]
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ITapameTpsbl

- interface-id — omipefiensieT hu3MUeCKUM UHTEPdEC.

KoHdurypanus no ymoruaHuio

Eciu mapameTp interface-id He yka3aH, To KoMaH/ia 0ToOpakaeT MH(OpPMAIHIO 0 Bcex (pu3nuecKux
uHtepdeiicax Ethernet.

Pexxum
Bce.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# show interfaces switchport
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5 KomasaOwe! QoS

5.1 qos map dscp-queue

gos map dscp-queue — KoMaH/a, TIpeZiHa3HaueHHasl /il yKa3aHusi COOTBeTCTBUs 3HaueHuit DSCP-
METOK TIaKeTOB U BBIXOJHBIX Ouepezieid, B KOTOpbIe 3TU TlaKeThl OyayT nomeljeHbl. KoMaHzia ¢
ripe(hKCOM NO BO3BpalljaeT KOHPUTypaluio 10 YMOTUaHHUIO.

CuHTaKCHuC
qgos map dscp-queue dscp-value-list to queue-id

ITapameTpsl

- dscp-value-list — onpepensiet 3HaueHusi DSCP-metok. ([Inara3on: 0-63)
- queue-id — yKa3bIBaeT HOMep ouepe/iv, B KOTOPYIO OyZyT HarpaB/ieHbl TTAKeThl C YKa3aHHBIMU
3”HaueHusiMu DSCP. ([Iuanazon: 0-3)

KoH¢urypanus no ymoruaHuio

3Hauenne DSCP BrixonHas ouepenb
0-7
8-15
16-23
24-31
32-39
40-47
48-55
56-63

N bk WIN |+ |O

Pexxum

Pe>xrM KOH(UTyprpOBaHUs KOMMYTaTopa.

PYKOBOJICTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console(config-switch)# qos map dscp-queue 60 to 2
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5.2  show qos map dscp-queue

show qos map dscp-queue — KomaH/1a, TIpeZiHa3HaYeHHas il OTOOpaXkeHUs] TH(pOPMALUK O
cooTBeTCTBUM 3HaUeHU DSCP-MeTOK MakeTOB U BBIXOAHBIX ouepe/ieli, B KOTOPbie 3TH MaKeThl
OyZyT MOMeIIeHbI.

CuHTaKCHuC
show qos map dscp-queue

ITapameTpsbl

KoH(urypanusi no ymo/ruaHuio

Pexxum
Bce.

PyKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

ITpumep

console# show qos map dscp-queue

5.3  qos map cos-queue

gos map cos-queue — KoMaH/[a, TpeJHa3HaueHHas /I/Is yKa3aHUsi COOTBeTCTBUs 3HaueHuid CoS-
METOK TIaKeTOB U BBIXOJHBIX Ouepezieid, B KOTOpbIe 3TU TlaKeThl OyAyT nomeleHbl. KoMmaHza ¢
ripe(hKCOM NO BO3BpalljaeT KOHPUTypaluio 10 YMOTUaHHUIO.

CuHTaKCcHuc
gos map cos-queue cos-value-list to queue-id

ITapameTpsl

- cos-value-list — oripefiesisieT 3HaueHus CoS-meTok. ([uarnason: 0-7)
- queue-id — yKa3bIBaeT HOMep o4epe/id, B KOTOPYO OyZyT HarpaB/ieHbl TTAaKeThl C yKa3aHHBIMU
3HaueHusiMu CoS ([Juanazon: 0-3)

KoHurypanus no ymo4aHuio

3nauenue CoS BrixogHas ouepenb
1 0
0 1
2 2
3 3
4 4
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5 5
6 6
7

Pexxum

Pe>xuM KOH(UTrypUpoBaHUS KOMMYyTaTopa.

PyKOBOJICTBO Mo UCI10/1Ib30BAHUIO

ITpumep

console(config-switch)# gos map cos-queue 2 to 3

5.4  show qos map cos-queue

show qos map cos-queue — koMaH/ja, IpeiHa3HauUeHHas1 /17151 0TOOpaykeHUst MH(OpMaLH 0
COOTBETCTBUU 3HaueHHi COS-MeTOK KaJJpOB 1 BBIXOAHBIX Ouepe/iei, B KOTOpbIe 3T KaZipbl OyayT
TIOMelLleHbl.

CuHTaKCHC
show qos map cos-queue

ITapameTpsl

KoHnurypanys no ymor4aHuio

Pexxum
Bce.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

IIpumep

console# show qos map cos-queue

5.5  qos map vid-queue

gos map vid-queue — KoMaH/ia, Tipe/[Ha3HaUeHHas1 [jisl yKa3aHusi COOTBeTCTBUs 3HaueHuit VLAN
ID KaapoB U BLIXOAHBIX OUepe/iei, B KOTOPbIe 3TH MakeThl OyyT romeltieHsl. KomaHga ¢
npeuKCOM no Bo3BpalljaeT KOHPUTYPALIMIO 110 YMOTYaHUIO.
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CuHTaKCcHuc
gos map vid-queue vian-list to queue-id

ITapameTpsbl

- vlan-list — onpepensiet 3HaueHusi VLAN ID. ([Juana3son: 2-4094)
- queue-id — yKa3bIBaeT HOMep OUepe/I, B KOTOPYIO OyyT Harpar/ieHbl TTAKeThbl C YKa3aHHBIMU
3HaueHussMu VLAN ID ([duamna3on: 0-7)

KoH(urypanusi no yMmo/r4aHuio
He onipegeneno.

Pexxum
Pe>xuiM KOHGUTYPUPOBaHUSI KOMMYyTaTOpa.

PYKOBOACTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console(config-switch)# qos map vid-queue 2 to 3

5.6  show qos map vid-queue

show qos map vid-queue — kKomaH/a, TpeHa3HaYeHHAs 11 0TOOpakeHUst MHGOPMALUU O
cootBercTBUM 3HaueHuit VLAN ID KaJjpoB 1 BBIXOAHBIX Ouepe/iei, B KOTOpbIe 3T KaZipbl OyayT
TIOMeILL|eHBbl.

CuHTaKCHuC
show qos map vid-queue

ITapameTpsl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

IIpumep

console# show qos map vid-queue
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5.7  qos trust

qos trust — KoMaH/Ia, peJjHa3HaueHHasi /i HACTPOUKU pexxuMa JioBepusi QoS.

CuHTaKCuc
qos trust [etype] [vid] [cos | dscp | cos-dscp | dscp-cos]

ITapameTpsbl

- etype — oripe/ie/isieT, UTO KaJpbl IOMeIaloTcs B ouepeu Ha ocHoBe nons Ethertype.

- vid — omnpeesnsieT, UTO Ka/iphl TTOMelljatoTcsl B ouepeait Ha ocHoBe VLAN ID.

- €0S — Ompejie/IsieT, YTO KaZJpbl TOMeLLa0TCs B oueped Ha 0CHOBe MeTOK CoS.

- dscp — onpegensiet, UTO KaZphl TOMeIIIal0TCsl B ouepeu Ha ocHoBe MeToK DSCP.

cos-dscp — oripeie/nisieT, UTO KaZpbl IOMeIIalTCs B ouepeii Ha ocHoBe C0S-MeToK, ec/id OHU

TIPUCYTCBYIOT B Kazipe, 1 Ha 0cHoBe DSCP-MeToK, eciii COS-MeTOK — HeT.

- dscp-cos — omnpefensieT, uto IP-makeTsI 1omerriatoTcsi B ouepeii Ha ocHoBe DSCP-meTtok. Kaipbi
6e3 IP-3aronoBKa romeiiaroTcs B ouepeau Ha ocHoBe COS-MeTKHU.

KoH(urypanusi mo yMmo/r4aHuio
[TapameTp — cos-dscp.

Pexxum

Pe>xvM KOH(UryprpoBaHHUs KOMMYTaTopa.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

Ouepeny BEIOMPAIOTCS HA OCHOBE HACTPOEK KOMaH/| qos map. Ecyii Kapel He TOAXOAT He TI0f
OZIVH U3 TIapaMeTpPOB, OTpe/ie/ieHHbIX KOMaH/I0M, TO OHU TOMeLal0TCs B ouepe/ib Ha OCHOBe
3HaueHus Default CoS nopra.

IIpumep

console# qos trust vid dscp

5.8 storm-control

storm-control — koMaH/la, MpeiHa3HaueHHas1 //11 HACTPOMKH M0pOra orpaHu4eHust
IIMPOKOBeLIaTebHO paccbuiaeMoro Tpaduka. Komanza ¢ mpeUKcoM no BbIK/OYaeT OrpaHUueHue.

CuHTaKCHC

storm-control {broadcast | multicast-broadcast | unknown-unicast | unknown-multicast} level
level-value
no storm-control [broadcast | multicast-broadcast | unknown-unicast | unknown-multicast]

ITapameTpsl

- broadcast — oripe/iesisieT TUI OrpaHUUMBAEMOro Tpaduka Kak IIMPOKOBel|aTeTbHbIMN.

- multicast-broadcast — onpe/iensieT TUMN orpaHUYKXBaeMoro Tpaduka Kak IIMPOKOBelljaTe/IbHbIN 1
MHOT0a/[pe CHBIM.

- unknown-multicast — omnpe/iesisieT TUI OrpaHUUrMBaeMoro Tpadrka Kak Her3BeCTHbIN
MHOT0a/[pe CHBIM.
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- unknown-unicast — orpe/iesiieT TUI OrpaHUYMBAEMOTO TpadUKa KaK HEU3BECTHBIM
0JJTHOA/IpeCHBIM.
- level-value — ompefensietT oporoBoe 3HaueHue B KouT/c.

KoHurypanus no ymo/1uaH1IO
OTK/IIOUeHO.

Pexxum

PexxuMm KoHpUrypupoBanust uHTepdeiica Ethernet.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

Ecmm He BBouTh napameTpsl broadcast, unknown-multicast, multicast-broadcast, unknown-
unicast B KoMaH/ie C ipe()MKCOM No, TO KOMaH/ja OTK/TFOUUT OTPaHUUeHue [i7isl BCeX TUMOB TpaduKa.
YpoBens orpanuuenusi broadcast 1 unknown-multicast yTouHSIFOT YpoBeHb OTpaHUUeHUs JJist
multicast-broadcast.

ITpumep

console(config-if-gel)# storm-control broadcast level 64

5.9 show storm-control

show storm-control — komaHzia, TIpefHa3HaueHHasi /i1 oToOpaykeHHs1 HHGOpMaIK 0 pabore
¢yukupmu Storm Control.

CHHTAKCHC
show storm-control [interface-id]

ITapameTpsnl

- interface-id — omipefiensier hu3MUeCKUM UHTEPdEC.

KoHurypanus no ymo4aHuio

Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

ITpumep

console# show storm-control geb
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6 KomaHan! IP-uHTEPdEMCA

6.1 interface vlan

interface vlan — xomanza, ipegHa3HaueHHast Ayis co3ganust VL AN uHTepdetica yripap/ieHus: U
BXO0/Ia B PE)KUM ero KOH(UTYPUPOBAHUSI.

CHHTaKCHC
interface vlan vian-id

ITapameTpsnl
- vlan-id — 3agaét VLAN ID untepdelica ynpaBnenust. (Juanazon: 1-4094)

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

ITpumep

console# interface vlan 400
console(config-if-bro.400)#

6.2  show ip interface

show ip interface — komaHza, MpeHa3HaueHHas [yt 0TOOpaykeHUs1 HacTpoek IP-uHTepdetica.

CuHTaKCHuC
show ip interface interface-ip-vian

ITapameTpsbIl
- interface-ip-vlan — yka3sbsiBaeT VLAN uHTep@elic yrpas/eHusl.

KoH(urypanus no ymoruaHuio

Ec/n He yka3biBaTh MapaMeTp, TO KOMaH/Zia BRIBOAUT UH(opMaiuio 060 Bcex IP VLAN
uHTepdeiicax.
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# show ip interface vlan 1

6.3 ip address

ip address — xomaH/ja, pejHa3HaueHHas /1Sl HACTPOUWKM cTtaThyeckoro [Pv4-anpeca VLAN
uHTep(elica ynpasneHus uau uHtepgeiica Ethernet. Komanza c npedukcom no ypanset [Pv4-
aZipec Ha UHTepelice.

CHHTaKCcHuC

ip address {ipv4-address/prefix-length | ipv4-address network-mask}
no ip address ipv4-address

ITapameTpsbIl

- ipv4-address — 3apaet [Pv4-asipec uHTepdetica yrpaB/ieHusl.
- prefix-length — 3apmaet ayivHy npedykca ceTH (TO[CETH).
- network-mask — 3ajjaeT MacKy MOZCeTH.

KoHnpurypanus no ymo4aHuio
3azjaH cTaTH4ecKui ajpec.

Pexxum
PexxuMm koHurypupoBanust unTepdeiica (VLAN, Ethernet).

PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# interface vlan 400
console(config-if-br0.400)# ip address 172.18.16.2/16

6.4  ip address dhcp

ip address dhcp — komaH1a, TIpeiHa3HaueHHast /sl BK/IFOUeHUsl JUHaMUUeCKOro nojiyueHust [Pv4-
agpeca Ha VLAN uHTepdetice yripapieHusi. Komana ¢ mpeukcom no OTK/I0UaeT JUHaMUUeCcKoe
nonyueHue IPv4-agpeca Ha VLAN uHTepdeiice ynpaBieHusl.

CuHTaKCcuc
ip address dhcp
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no ip address dhcp

ITapameTpsbl

Kondurypanus no ymo/ruaH1IO
OTK/TIOUeHO.

Pexxum
Bce.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# interface vlan 400
console(config-if-br0.400)# ip address dhcp

6.5 ip route

ip route — KomaH/ja, pe/iHa3HaueHHasi /IS HACTPOUKU cTathdeckoro IPv4-mapipyra. Komanga ¢
npevKCOM No yZasnsieT MapLipyT.

CuHTaKCHuC
ip route ipv4-address-network/prefix-value ipv4-address

ITapameTpsnl

- ipv4-address-network/prefix-value — 3afaet IPv4-aapec ceTy Ha3HaueHUSI.
- ipv4-address — 3apaét [Pv4-anpec NEXT HOP f/1s1 1oCTH)KeHHUsI yKa3aHHOU CeTH Ha3HaueHUsl.

KoH(urypanusi no ymo/r4aHuio
IPv4-appec 1muiro3a He 3a/jaH.

Pexxum

PexxuM koHUTryprpoBaHusi IP.

PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# 1ip
console(config-ip)# ip route 0.0.0.0/0 192.168.0.1
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6.6 ip prefix-list

ip prefix-list — komaHza, IpefHa3HaUeHHas /IJIsi CO3/jaHus CIIMCKOB (hUIBTPALMM Ha 0CcHOBe [Pv4
nipecdrikcoB. Komanza c ripepykcoM no yiansieT CIMCOK.

CHuHTaKkcuc

ip prefix-list list-name [seq number] {permit | deny} {ipv4-address-network/prefix-value [le le-
length] [ge ge-length] | any}

ITapameTpsbl

- list-name — 3ayaet ums [Pv4 npedukc nucra.

- number — oripe/iefisieT MOPsJKOBbIY HOMeD JiucTa. PUMbTpaIUs 0CyIl[eCTBSeTCS B 3alaHHOM
TIOpSIZIKe.

- ipv4-address-network/prefix-value — IPv4 nipeukca.

- permit — pa3peiiiaet 3a/iaHHble [Pv4 ripeUKchbI.

- deny — 3anpeiriaet 3a/jaHHbie [Pv4 npedukchI.

- any — onpejenseT 000l rpeduKC.

- le-length — omipegienisieT ycyioBUe AJisi CpaBHEHUsI KaK MeHbliie MO0 paBHO.

- ge-length — ompepensieT ycioBuye /i7isi CDABHEHUS Kak OosibIie MO0 paBHO.

KoH(urypanusi no ymoruaHuio

Ecnu He onpeesnsiTe TapameTp number, MopsiIKOBbIM HOMep OyZeT Ha3HaueH aBTOMaTH4eCKH CO
3HaueHHeM Ha 5 0osblIlle, ueM MpeAbIYIIHI.

Pexxum

Pe>xuM KoHurypupoBanus IP.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

Cospnannble Ipv4 prefix-list mpumensitoTcst KomaHoi prefix-list B pexxviMe KOHPUTypHUpOBaHUs
BGP.

ITpumep

console# ip
console(config-ip)# ip prefix-list My seq 10 deny 11.0.0.0/8

6.7  show ip prefix-list

show ip prefix-list — KomaH/1a, ipefHa3HaUeHHas [1/151 OTOOPayKeHUS CO3/JaHHBIX CIUCKOB IPv4
npe(yKCoB.

CuHTaKCHuC
show ip prefix-list list-name

ITapameTpsnl
- list-name — 3apaet ums IPv4 npedukc mucra.
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KoH¢urypanus no ymoruaHuio

Ecnu He yka3bIBaTh rapameTp, TO KOMaH/ja BHIBOAWUT MH(OPMaIHo 000 BCex CO3/jaHHBIX CITMCKax
[Pv4 nipeuKcoB.

Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT10/1Ib30BAHHUIO

ITpumep

console# show ip prefix-1list TEST_1

6.8 ip telnet server

ip telnet server — komaH/ja, ipefHa3HaUeHHas1 /1711 BKroueHust pabotel Telnet CepBepa Ha
ycrpotictBe. Komanza ¢ ripedrikcom no otkmouaet paboty Telnet Cepsep.

CHuHTaKCHUC

ip telnet server
no ip telnet server

ITapameTpsbIl

KoHdurypanus no ymo14aH1I0
BxmtoueHo.

Pexxum

Pe>xum koHpurypupoBanus IP.

PYKOBOACTBO 10 UCIT10/1Ib30BAHUIO

[Mocne orkmtouenus Telnet CepBepa yrpaB/ieHHe U MOHUTOPUHI yCTPOWCTRBA 110 rpoTokosy Telnet
OyZyT He IOCTYTIHBI TI0/Ib30BaTeIO.

ITpumep

console# 1ip
console(config-ip)# no ip telnet server

6.9 ip ssh server

ip ssh server — komaHia, npeiHa3HaueHHast /151 BKIroueHUst pabotel SSH CepBepa Ha
ycrpotictBe. KomaHza c ripedukcom no otkmodaet paboty SSH Cepsep.
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CuHTaKCHC

ip ssh server
no ip ssh server

IIapameTpsbl

KoHurypanus no ymo/1uaHHIO
BxtoueHo.

Pexxum

Pe>xuM KoHurypupoBanus IP.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

[Tocne otkmrouennss SSH CepBepa ynpaBieHre 1 MOHATOPUHT YCTPOMCTBA 110 NpoTokony SSH
OyZyT He IOCTYIIHBI TI0/Ib30BaTEJTIO.

ITpumep

console# 1ip
console(config-ip)# no ip ssh server

6.10 ip http server

ip http server — KomaHn/ia, ipefiHa3HaueHHas /7151 BKtoueHus: pabotel HTTP CepBepa Ha
ycrpoiictBe. Komanza c ripedrikcom no otksrouaet pabory HTTP Cepsep.

CHuHTaKCHUC

ip http server
no ip http server

ITapameTpsbIl

KoHurypanus no ymo/14aH1I0
BxmtoueHo.

Pexxum

PexxuM koHUTryprpoBaHusi IP.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

[Tocne otkmouennss HTTP Cepsepa yripaBieHre 1 MOHUTOPUHT yCTPOMCTBa 110 npotokoiny HTTP
OyZyT He IOCTYIIHBI T0/Ib30BaTEIO.

ITpumep

console# ip
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console(config-ip)# no ip http server
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7 KomaHOb1 SNMP

7.1 snmp

snmp — KoMaH/ia, rpeJijHa3HaueHHasi /i1 BXo/ja B Pe>XKUM KoHpUrypupoBaHuss SNMP.

CHuHTaKCcHucC
snmp

ITapameTpsl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console# snmp
console(config-snmp)#

7.2 snmp-server contact

snmp-server contact — KoMaH/ja, TpeJHa3HaYeHHas /711 HACTPOWKM 3HAYEeHHUS] CUCTEMHOMN
KOHTaKTHOM CTpOKHM (Syscontact). KomaHy ¢ npedukcoM noe Bo3BpailiaeT KOH(GUTypaLyio Mo
YMOTUaHHUIO.

CHHTaKCHUC

snmp-server contact contact—string
no snmp-server contact

ITapameTpsbl
- contact-string — 3a/jaeT CUCTEMHY KOHTaKTHY!0 MHpopmauto. ([1uHa: 1-168 ciMB0/I0B)

Kondurypanusa no ymo14aHHIO
CucTeMHasi KOHTaKTHasi TH(oOpMalus He 3a/laHa.
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Pexxum
Pe>xum koHpurypupoanusi SNMP.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console(config-snmp)# snmp-server contact Technical_Support

7.3  snmp-server location

snmp-server location — komaHza, MpejHa3HaueHHas [i/1s HACTPOMKH 3HaueHHsI CTPOKU
MecTonosiokeHHsi. KomaHy ¢ mpedrkcom no Bo3BparaeT KOHGUTYPaLHIo TI0 YMOTUaHHIO.

CHuHTaKCHUC

snmp-server location location-string
no snmp-server location

ITapameTpsnl
- location-string — yKa3biBaeT UH(GOpMaLMIO 0 MecTornosiokeHud. (divHa: 1-160 cumB0JIOB)

KoH(urypanus no ymoruaHuio
MHdopmaryisi 0 MeCTOIIONOXKEeHNH He 3a/jaHa.

Pexxum
PexxuMm KoHpurypupoBanuss SNMP.

PYKOBOACTBO 110 UCIT10/1Ib30BAHUIO

ITpumep

console(config-snmp)# snmp-server location Zelenograd

7.4  snmp-server community

snmp-server community — KoMaH/ja, IipeiHa3Ha4YeHHas1 /17151 HACTPOMKM UMeHH coob1jecTBa
(maposst), ucrionb3yemoe B SNMPv2c. Komasza ¢ mpedykcoM no yzasnseT uMsi Coo0IIiecTBa.

CHuHTaKCcHuc

snmp-server community community-string [ro | rw | su] [ipv4-address-host | ipv4-address-
network/prefix-value] [view view-name]

Nno snmp-server community community-string [ipv4-address-host | ipv4-address-network/prefix-
value]
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ITapameTpsbl

- community-string — omnpe/iesisieT Maposb (MUMsi CO00I1[eCTBa), KOTOPBIM pa3peliaeT JOCTYT K
ynpasnenuto no SNMP-nipotokony. ([Juanason: 1-32 ciMBO/IOB)

- Y0 — YKas3bIBaeT J0CTYM TOJIbKO /ISl UTEHUS.

- YW — yKa3bIBaeT JIOCTYII /I/Isl UTeHUs U 3aluCH.

- Su — yKa3bIBaeT JOCTYT aZ/MUHUCTPATOpa /IJIsl UTeHUs U 3aruicy Bcex o0bekToB DefaultSuper
View.

- ipv4-address-host — 3agaét IPv4-anpec SNMP Manager, ¢ KOTOPOTO MOYKHO OCYILL[eCTBJISITh
yrnpassieHue. Eciu napameTp 3HaueHue 110 ymMoyaHuio — Bce Ipv4-aspeca.

- ipv4-address-network/prefix-value — 3apaet 3apaét IPv4-anpec cetu SNMP Manager, ¢ KoTopoit
MOXXHO OCYILIeCTB/IATh yIIpaB/ieHue. 3HaueHue 110 yMOo/I4aHuio — Bce IPv4-azpeca.

- prefix-value — 3amaét nipedukc IPv4-aapeca.

- view-name — yKa3bIBaeT UMsi 00/1aCTH BUAUMOCTH 0OBEKTOB /IS UTeHUs U Jyist 3armcu. ([nvHa:
1-32 cumBOJIOB)

KoH¢urypanus no ymoruaHuio

Ecm napametpsl ipv4-address-host unu ipv4-address-network/prefix-value He 3afanbl, TO
paspeliiaeTcs yripasjaeHue c ro0bix [Pv4-aapecos.

Ecnv nmapametp view-name He yka3saH, To ucnonb3yetcsi Default View ais Community ¢ mpaBamu
ro, rw 1 DefaultSuper a5 monb3oBaTesnieil ¢ mpaBam# su.

Pexum
Pe>xum koHpurypupoBanusi SNMP.

PYKOBO,[[CTBO 110 UCIT10/Ib30BAHHUIO

IIpumep

console(config-snmp)# snmp-server community comm_ro ro
console(config-snmp)# snmp-server community comm_rw rw

7.5  snmp-server view

snmp-server view — KoMaH/1a, lpe[Ha3HaueHHast /ISl CO3[aHuUs WIH PeIakKTUPOBaHUs 00/1acTH
BuguMocTu 06bekToB SNMP. Komanza ¢ nipedukcoM no yaanser SNMP-o61acTh.

CHuHTaKCHUC

snmp-server view view-name oid-tree {included | excluded}
Nno snmp-server view view-name oid-tree

ITapameTpsnl

- view-name — yka3biBaeT uMs obsiact BUuauMocTu OID, koTopast OyzieT co3aHo Uiu
penaktyuposaHo. ([yvHa: 1-30 cumBOJIOB)

- oid-tree — yka3biBaeT ujeHTHUHKaTOP roagepeBa ASN.1 oObeKTa Ajist BK/IFOUeHUsT UTH
WCK/TFOUeHUst U3 00/1acT BUAMMOCTU. UTOOBI OTIpeZIesTUTh TI0/IIePEBO, YKAKUTE TEKCTOBYIO
CTPOKY, COCTOSILLYIO U3 urces1, Haripumep 1, 3, 6, 2, 4, Wiy c/1oBa, HaripuMep System U, Tpy
KeJIaHWH, TI0C/Ie/I0BaTe/IbHOCTh UMcel. 3aMeHUTe OJUH MO/A-UAeHTU(UKATOP C TTOMOLLbIO
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3Be370UkH (*), yToObI YKa3aTh T0/|fiepeBo TPYyIIbl, Harpumep, 1.3.*.4. DTOT mapameTp 3aBUCUT OT
ykaszanHou MIB. ([Jnuna: 1-255 cuMBO/IOB)

- included — yka3sbiBaet, uto OID BK/ItOYeH B 00/1aCTh BUJUMOCTH.

- excluded — yxkasbiBaet, uto OID uck/ItoUYeH U3 06/1aCTh BUAUMOCTH.

KoH(urypanusi no yMmo/r4aHuio
Cospanbl Default u DefaultSuper Views.

Pexum
Pe>xum koHpurypupoanuss SNMP.

PYKOBO,[[CTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

Cnenytoluii mpumMep co3zgaeT 0630p, KOTOPLIN BK/IFOYaeT B ce0si BCe 00beKThI CUCTEMHOMU TPYTIITBI
MIB-II, 3a ucksroueHueM sysservices (System 7) u Bce 00bekThI interface 1 B rpymrie unTepdetica
MIB-II (sToT opmar ykasbiBaeT Ha llapaMeTphbl, yKa3aHHsble B ifEntry).

console(config-snmp)# snmp-server view User-view 1.3.6.1.2.1.1 included

console(config-snmp)# snmp-server view User-view 1.3.6.1.2.1.1.7 excluded

console(config-snmp)# snmp-server view User-view 1.3.6.1.2.1.2.2.1.*.1
included

7.6  snmp-server group

snmp-server group — KOMaH/ja, IpeJjHa3HaueHHasi /i1 CO3/jaHusl FPYMII 0CTyIa K YIIpaB/eHHI0
ycrpoiictBoM o SNMP nporokony. Komanza ¢ npeykcom no yzanseTt rpymiy.

CHuHTaKCHUC

snmp-server group group-name {v1 | v2c | v3 {noauth | auth | priv} }[read read-view-name]
[write write-view-name]
Nno snmp-server group group-name

ITapameTpsbIl

group-name — ornpegessieT uMms rpynnsl. ([mHa: 1-32 ciMBOJIOB)

- vl — omipeziensier 1 Bepcuto Mmogenu 6e3omacHoctd SNMP.

- v2c — ompefesisieT 2 BepcHio Mogemu b6e3omacHoct SNMP.

- v3 — ornipefiensieT 3 Bepcrio Mofienu 6e3omacHoctd SNMP.

- auth — onpepgesnser ayrenTrdrKauio naketoB be3 mudposanus. [IpuMeHIMO TOMBKO st 3-ei
Bepcuu mozienu 6e3ornacHoct SNMP.

- noauth — ompezenser, uto ayTeHTH(UKAIMS TTaKeTOB He TpebyeTcs, a M poBaHre He
HCTIo/b3yeTcs. [I[pUMeHUMO TONTBLKO 17151 3-el Bepcru Mogenin 6e3ormacHocTd SNMP.

- priv — onpeziesisieT ayTeHTU(UKALUIO [TaKeTOB C M@poBaHreM. [IpMeHUMO TO/IBKO AJ1s1 3-eid
Bepcuu mozienu 6e3ornacHoct SNMP.

- read-view-name — yKa3bIBaeT UMsi 00/1aCTH BUAUMOCTHA 0OBEKTOB TOJBKO Ayist uTeHus. ([nvHa:
1-32 cuMBOOB)

- write-view-name — yKa3bIBaeT UMs 00/1aCTH BUJUMOCTH OOBEKTOB [IJIsl UTEHHUS U /IS 3aITUCH.

(dmunHa: 1-32 cuMBOJIOB)
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KoH¢urypanus no ymoruaHuio

Pexum
Pe>xum koHpurypupoanusi SNMP.

PyKOBOACTBO 10 UCI0/Ib30BAaHHUIO
O6nacTh BUIUMOCTH CO3/IaeTCSI KOMaH/ION view.

ITIpumep

Cnenytoruii ipumep co3zaet rpyriny Admin ajist yripaBieHus: yCTPOHCTBOM T10 MPOTOKOTY
SNMPv3 c ayreHTH(HKalel akeToB 6e3 mmdpoBaHus u 00/1acThio BUAUMOCTH User-view.

console(config-snmp)# snmp-server group Admin v3 auth write User-view

7.7  snmp-server user

snmp-server user — KOMaH/ja, [IpejHa3HayeHHas i co3aHus HoBoro SNMP-nosnb3oBareris.
Komangia ¢ npevkcoM no yzasnsieT yKa3aHHOI'O [10/1b30BaTesIs.

CHHTaKCcHuC

snmp-server user user-name {group group-name | remote-engineid remote-engineid-value}
[auth {md5 md5-password | sha sha-password} [priv {des | aes} priv-password]]
No snmp-server user user-name

ITapameTpsbIl

- user-name — 3a7jaéT UMsl T10JIb30BaTe/s1, KOTOpbI nogkatodaeTcs K SNMP arenty. (Juarason: 1-
32 CHMBOJIOB)

- group-name — yKa3bIBaeT UMs IPYNIbl, K KOTOPOU MPUHA//IEXXUT I10/1b30BarTe/b. ([Iuamna3on: 1-
32 CHMBOJIOB)

- remote-engineid-value — yka3biBaeT ENGINE ID ynaneHHO# MallliHbI, UCTIOb3yeTCs JJIs
orripaBkd SNMP InformV3, yka3biBaeTcsi Ipy Orpefie/ieH|H Y/aIeHHOTO TI0/Ib30BaTeIsl.
(Juanason: 10-64 cumMBOJIOB).

- md5-password — 3apiaeT naposib ayreHTUPUKauy ¢ ypoeHeM HMAC-MD5-96. ([Juamna3oH: 8-32
CHUMBOJIOB)

- sha-password — 3aziaeT naponb ayreHTUUKauuu ¢ ypoBHeM HMAC-SHA-96. ([Juamna3on: 8-40
CHUMBOJIOB)

- des — 3ajaeT anroput™m 1rdpoBanus DES.

- aes — 3a7iaeT aaroputm mmdposanus AES.

- priv-password — 3ajiaeT 1apoJib KOHpUAeHI[ManbHOCTH. ([uana3oH: 8-32 cuMBOJIOB)

KoH(urypanus no ymo/r4aHuio
SNMP-nonib30BaTeM He CO3/]aHBbI.

Pexxum
PexxuM KoHurypupoBaHust SNMP.

PYKOBOJZ[CTBO M0 UCIT10/1Ib30BAHHUIO

['pynmna nosb3oBaTesneli co3aeTcsi KOMaHA0M group.
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ITpumep

console(config-snmp)# snmp-server user LocalUser group Admin auth md5
passwordl priv des password2

console(config-snmp)# snmp-server user LocalUser group Admin auth md5
passwordl priv des password2

7.8  snmp-server engine-id

snmp-server engine-id — komaH/ja, npeAHa3HaueHHas /15 3aganus SNMPv3 ENGINE 1D
YCTPOMCTBA.

CuHTaKCuC
snmp-server engine-id {engineid-string | default}

ITapameTpsbIl

- engineid-string — yKa3bIBaeT KaCKa/IHYIO I1eCTHA/[LaTUPUUHYIO0 CTPOKY CUMBOJIOB,
onpegenstoiyto ENGINE ID. ([quamna3on: 10-32 cMBOJIOB)

- default — ykassiBaet, uto ENGINE ID co3maetcs aBTomatuuecku Ha ocHoBe MAC-azipeca
yCTPOMCTBA.

KoH(urypanus no ymoruaHuio

Pexxum
PexxuMm KoHpurypupoBanuss SNMP.

PYKOBOACTBO 110 UCIT10/1Ib30BAHUIO

ITpu n3menenny ENGINE ID ycTporicTBa crcteMa yzaauT Beex jioKanbHbix SNMPv3
TI0/Ib30BaTe/Iel.

ITpumep

console(config-snmp)# snmp-server engine-id
80:00:97:b6:03:68:eb:c5:66:77:88

7.9  snmp-server host

snmp-server host — komaH/ia, peiHa3HaueHHast /sl yKa3aHHUsI XOCTa, Ha KOTOPbIi OyayT
otmnpa/isaTbesi SNMP Trap/Inform. Komanja ¢ npedukcom ne yznasnset XocT Jjist oripaBku SNMP
Trap/Inform.

CHHTaKCHuC

snmp-server host {ipv4-address | hostname} {trap | inform} {v1 | 2c | v3 {auth | noauth | priv}}
security-name [timeout timeout-value] [retries number-of-retries] [udp-port port-number]
no snmp-server host {ipv4-address | hostname} [udp-port port-number]
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ITapameTpsbl

- ipv4-address — yka3biBaeT Ipv4-anpec npuemHrka SNMP Trap.

hostname — yxasbiBaeT umsi npueMHrka SNMP Trap.

- vl — ompezensier 1 Bepcuto Mogenu 6e3omacHoctd SNMP.

- v2c — orpejiesisieT 2 Bepcuro Mozienu 6e3omacHocTi SNMP.

- v3 — ormpegensieT 3 Bepcrio MozienH 6e3omacHoctd SNMP.

- timeout-value — omnpe/ienisieT BpeMsi OXKUJjaHUsl TIOATBEP>KeHsI Tiepe/i TOBTOPHBIM
oroBettienreM (Inform). (Juamnazon: 1-300 cekyH)

- number-of-retries — ornpejiensieT KOJIMYeCTBO MOMNbITOK Tepesiauu ornoselljeHui (Inform), mpu
OTCYTCTBUU UX TIoTBep>KeHUs. ([Juamna3oH: 0-255)

- security-name — yka3biBaeT SNMP Community st ornpaBkd SNMPv1/v2c Trap/Inform mnu
UM TI0/Tb30Bate/ist i7ist otripaBkd SNMPv3 Trap/Inform. ([Juamna3on: 1-32 ciMBO/IOB)

- port-number — yka3biBaeT HoMep UDP-miopTa, Ha KoTophIii OyayT oTripaBastecsi SNMP
Trap/Inform.

KoH¢urypanus no ymoruaHuio

- timeout-value — 15.
- number-of-retries — 3.
- port-number — 162.

Pexxum
Pe>xuM KoHurypupoBaHust SNMP.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

Inst orripaBku SNMP Trap Heo6XouMo TIpeJBapUTeIbHO CO3/iaTh COOTBeTCTBYOIe SNMP
Community v jokanbHeIX SNMP User.

Inst ornpaBku SNMP Inform Heobxonumo TipeiBapuTeNbHO CO37,aTh COOTBeTCTRYOIe SNMP
Community win yganeHHeIx SNMP User.

IIpumep

console(config-snmp)# snmp-server community comm_ro ro

console(config-snmp)# snmp-server host 192.170.101.100 traps version 2c
comm_ro

console(config-snmp)# snmp-server user Switch remote-engineid
80:00:1F:88:80:9F:4A:12:2B:06:7C:8D:5F:00:00:00:00 auth md5 Password priv
des Passwordil

console(config-snmp)# snmp-server host 192.170.104.100 informs version 3
priv SwitchRoot timeout 10 retries 2

7.10 snmp-server trap link-status

snmp-server trap link-status — Koman/ia, ipe/jHa3HaueHHasi /sl BK/ItoUeHus: oTripaBku SNMP
Trap o co6eiTusiM LINK UP/DOWN Ha uHTepdetice. KomaH/a c npehHUKCOM no OTK/r0UaeT
orripaBky SNMP Trap.

CHuHTaKCcHuc

snmp-server trap link-status
no enable traps
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ITapameTpsbl

KoHurypanus no ymo/1uaHHIO
BxtoueHo.

Pexxum

Pe>xvM KOHUTypupoBaHust MHTepdeiica.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console(config-if-gel)# no snmp-server trap link-status

7.11 snmp-server trap snmp-authentication

snmp-server trap snmp-authentication — xomaH/ja, peZiHa3HayeHHast /151 BK/IIOUEHHs OTTIPaBKU
SNMP Trap ripu ombke ayreHTruKammyu SNMP-coobiennii. Komanza c nmpedukcom no
oTktoyaeT otTnpaBky SNMP Trap.

CHHTaKCHUC

snmp-server trap authentication
no snmp-server trap authentication

ITapameTpsnl

KoH¢urypanus no ymo/14aHHIO
BxmtoueHo.

Pexxum
PexxuM KoHpurypupoBaHust SMINP.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITpumep
console(config-snmp)# snmp-server trap snmp-authentication

7.12  show snmp

show snmp — komMaH/1a, MpeiHa3HaueHHas1 1Jisi OToOpa)keHus1 0011[el MH(pOpPMAaLIMK 0 HAaCTPOMKax
SNMP.
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CunTakcuc
show snmp

ITapameTpsbl

Kouurypanus no ymo/r4aHuio

Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console# show snmp

7.13  show snmp groups

show snmp groups — komaH/a, npejHa3HaueHHasi [/ 0ToOpaykeHHs1 MH(OPMaLK O CO3/JaHHbBIX
Ha ycTporcTse rpymnax SNMP.

CuHTaKCcuc
show snmp groups

ITapameTpsnl

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

ITpumep

console# show snmp groups

7.14  show snmp users

show Snmp users — KOMaH/d, IpeJHa3Hd4e€HHadA AJ1d OTO6PEI)K€HI/I${ I/IH(I)OpMaLII/II/I (0) HaCTpOﬁKaX
SNMP.
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CuHTaKCcHuc
show snmp users

ITapameTpsbl

Kouurypanus no ymo/r4aHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console# show snmp users

7.15 show snmp views

show snmp views — koMaH/ia, TTpelHa3HaueHHast i1 0TOOpa>keHUsT MH(MOPMAI[UH O HaCTPOHKax
SNMP.

CHHTaKCHUC

show snmp views

ITapameTpsnl

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

ITpumep

console# show snmp views

63



AO «Axecmpem-Tenekom». Onucanue uHmepaetica KoMaHoHoU cmpoku 045 AngtelOS

8 KoMmaHOkI Syslog

8.1 logging

logging — komaH/ja, npeiHa3HaYeHHast [/ BXOZA B PEXXKUM KOH(QUTypHPOBaHHsI CUCTEMHOTO
JIOTUPOBaHUSI.

CHHTaKCHC
logging

ITapameTpsnl

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

ITpumep

console# logging
console(config-logging)#

8.2  buffer

buffer — KomaHzia, peHa3HaueHHast /J1s1 BKJIFOUEHMsI 3aITUCH CUCTEMHBIX COO00IIIeHuH B Oydep.

CHuHTaKcuc
buffer

ITapameTpsbIl

Konurypanus no ymo14aHHIO
BxtoueHo.

Pexxum
Pe>xuiM KOH(HUTYPUPOBAHMS CCTEMHOTO JIOTUPOBaHUS.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# logging
console(config-logging)# buffer

8.3  buffer max-buffer-size

buffer max-buffer-size — komana, MpeHa3HaueHHast /111 HACTPOUMKYU pa3mepa Oydepa
CUCTEMHBIX COOODIIEeHHH.

CuHTaKCuc
buffer max-buffer-size buffer-size

ITapameTpsbl

- buffer-size — 3ajaeT MakCUMaJIbHO BO3MOXKHOE 3HaueHHe pa3mMepa Oydepa, B KOTOpoM OyayT
XPaHUTBCS CCcTeMHbIe coobmienus. ([uamna3on: 1-4096 KobaiiT)

KoHurypanus no ymor4aHuio
128.

Pexxum
Pe>xriM KOH(UTYPUPOBAHUS CCTEMHOTO JIOTUPOBaHUS.

PyKOBOﬂCTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console# logging
console(config-logging)# buffer max-buffer-size 4096

8.4  buffer severity

buffer severity — komaHzia, mpejHa3HaueHHas [jisi HACTPOMKHM MaKCHMAaJTbHOTO YPOBHS
3aIMChbIBaeMbIX B Oyhep CUCTEMHBIX COOOIIIEHUM.

CuHTaKCuC
buffer severity [emergency | alert | critical | error | warning | notice | info | debug | all | none]

ITapameTpsnl

- emergency — orpe/ie/isieT MaKCUMaJ/bHbIM yPOBEeHb 3aliChiBaeMbIX COOOIIeHHH KaK
Ype3BbIYalHbIN.
- alert — orpeziensieT MakKCUMa/IbHBIA YPOBEHB 3alTMChIBA@MBIX COOOII[€HHI KaK aBapUMHBIN.

65



AO «Axecmpem-Tenekom». Onucanue uHmepaetica KoMaHoHoU cmpoku 045 AngtelOS

- critical — oripefesnsieT MakCUMasTbHBIN YPOBEHb 3aIyChIBaeMbIX COOOIL[eHUI KaK KpUTUUYECKU.
- error — orpe/ie/isieT MaKCUMaJlbHbIN YPOBEHb 3alMCbIBaeMbIX COODIIIEHHMI KaK OIMOO0UHbIH.
- warning — oripe/ie/isieT MaKCMMa/IbHbIM YPOBEHb 3aMyChIBaeMbIX COOOILIeHUM Kak

ripeyTnpexx/1aroLuii.
- notice — ormpeesisieT MaKCUMaJTbHBIM yPOBEHb 3alMChIBa@MbIX COODIIIeHUH KaK yBeIOMJISIOLUH.
- info — omnpezensieT MakKCUMaTbHBIM YPOBEHb 3alMChIBaeMbIX CO00ITeHN Kak HH()OPMaIMOHHbIH.
- debug — orpesiensier MakCHMabHbBIN YPOBEHb 3aMUChIBAEMbIX COOOIIEHUM KaK OT/IaXKUBAFOIIUIMA.
- all — ompegienisieT MakCMMasTbHBIN YPOBEHB 3aIHChIBAEMBIX COOOIEHHI KaK .
- none — orpe/ieisieT MaKCUMaJIbHbIN YPOBEHb 3alyChIBaeMbIX COOOIIeHUI Kak .

KoHurypanus no ymo/1uaHHIO
[TapameTp — debug.

Pexxum

Pe>xviM KOH(UTypupOBaHUsI CUCTEMHOT'O JIOTUPOBAHUSI.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

IIpumep

console# logging
console(config-logging)# buffer severity info

8.5  show logging buffer

show logging buffer — xomana, npesHa3sHaueHHast A1 0TOOpa>keHUsT MH(OPMALIMK 0 HACTPOMKAx
COXpaHeHUsI CUCTeMHBIX coo0ieHutt B 6ydep.

CuHTaKCHuC
show logging buffer

ITapameTpsbIl

Kondurypanus no ymoruaHuio

Pexxum
Bce.

PyKOBO/JCTBO 110 MCII0/1b30BaHUI0
ITpumep

console# show logging buffer
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8.6  show log buffer

show log buffer — komania, mpeHa3HaueHHas /1J1s1 OTOOpaXKeHUSI CUCTEMHBIX COOOIIIeHNH,
3arMcaHHbIX B Oydep.

CuHTaKCHuC
show log buffer [head head-number-of-messages | tail tail-number-of-messages]

IIapameTpsbl

- tail-number-of-messages — onpeensieT KOMUUECTBO OTOOpa)kaeMbIX COOOIIEHUH C KOHIla Oydepa
(mocsiefHKE 3aMyCaHHbIe COOOIEHNUS).

- head-number-of-messages — onpe/iesisieT KOMMYeCTBO 0TOOpa’kaeMbIX COOOIIIeHHH C Hauaa
Oydepa (TiepBbIe 3amMcaHHbIe COOOIEHNS).

KoH(urypanusi no ymoruaHuio
Ecsii He yKa3bIBaTh apaMeTp, TO KOMaH/ja BLIBOJUT BCE 3alMCAaHHbIe COOOIIEHNUSI.

Pexxum
Bce.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# show log buffer tail 30

8.7  clear log buffer

clear log buffer — xomaHza, peHa3HaueHHast JJis OUUCTKU cofiep>kumoro Oydepa or-
CooOIIIeHUH.

CuHTaKCHC
clear log buffer

ITapameTpsnl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO
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ITpumep

console# clear log buffer
8.8 file

file — komana, MpefHa3HAUEHHAs /1/151 BK/IFOUEHHsT 3alIMCH CUCTeMHBIX cooo01enuii Bo FLASH-
MaMsITH.

CHuHTaKcuc
file

ITapameTpsnl

KoHurypanus no ymo/14aH1I0
OTKJIIOYeHO.

Pexxum

Pe>xvM KOH(UTypUpOBaHUsI CUCTEMHOT'O JIOTUPOBAHUSI.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console# logging
console(config-logging)# file

8.9 file max-file-size

file max-file-size — xomaH/a, pesiHa3HaueHHas /i HACTPOWKU pa3Mepa (paiisioB /st XpaHeHUst
CUCTeMHBIX co00011ieHni Bo FLASH-niamsTH.

CuHTaKCcuc
file max-file-size file-size

ITapameTpsl

- file-size — 3azjaeT MakCHMaIbHO BO3MOXKHOE 3HaueHHe pa3Mepa (haiyioB, B KOTOPBIX OymyT
XPaHUTBCSI CUCTeMHBIe coobirienus. ([uamna3on: 1-1024 Ko6aiuT)

KoHdurypanus no ymo/ruaHuio
32.

Pexxum
Pe>kiM KOH(UTYpHUPOBaHUSI CUCTEMHOTO JIOTUPOBAHUSI.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# logging
console(config-logging)# file max-file-size 1024

8.10 file number-of-files

file number-of-files — Koman/a, npeHa3HaueHHas /7151 HACTPOUKM JOMTYCTUMOTO KOJTMUeCTBa
Co3/1aBaeMbIX (haiIoB /I XpaHeHHsI CHCTeMHBIX cooobitieHni Bo FLASH-namsTh.

CHuHTaKCcHuc
file number-of-files number

ITapameTpsbl
- number — onipefiensieT KoM4ecTBO ¢ainos. (Juanason: 1-4)

KoH(urypanusi no ymoruaHuio
4.

Pexxum

Pe>xvM KOH(UTypuUpOBaHUsI CUCTEMHOT'O JIOTUPOBAHUSI.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# logging
console(config-logging)# file number-of-files 2

8.11 file severity

file severity — komaH/ia, mpejHa3HaYeHHas /1J1s1 HACTPOMKU MaKCMMaJ/IbHOTO YPOBHS
3anvcbiBaeMbIx BO FLASH-nIaMsITh CCTeMHBIX COOOIIeHHA.

CuHTaKCHuC
file severity [emergency | alert | critical | error | warning | notice | info | debug]

ITapameTpsbIl

- emergency — ornpe/ie/isieT MaKCUMaJ/IbHbIM yPOBEHb 3alTMChIBaeMbIX COOOIIIEHNH KaK
ype3BblYalHbIN.
- alert — oripe/iesisieT MaKCUMa/IbHBIN YPOBEHbB 3aMMChIBAEMBIX COOOIIEHUH KaK aBapUMHBIM.

- critical — ompezensieT MaKCUMaJIbHBIM YPOBEHB 3aITMChIBA@MBIX COOOII[€HHI KaK KPUTHUE CKUH.
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- error — orpe/ie/isieT MaKCUMaJTbHbIH YPOBEHb 3aMMChIBAEMBIX COOOIIEHHUH KaK OLTHOOUHBIH.
warning — ornpe/ie/isieT MaKCMMaJ/IbHbIN YPOBEeHb 3alTMChIBaeMbIX COOOIIeHNI KakK

TIpeyTIpeXK /a0

notice — omnpeiensieT MaKCUMaJ/IbHBIM YPOBEHb 3alTUChIBaeMbIX COOOIeHNI KaK YBeZOMJISIOIIHA.
info — ompezensieT MakcMMasTbHBIN YPOBEHD 3aIHChIBAEMBIX COOOIEHUH KaK MH(POPMAI[UOHHBIM.
debug — orpegensieT MakCUMasTbHBIN YPOBEHB 3aIChIBAEMBIX COOOI€HHI KaK OT/Ia)KHUBAOLI[HH.

KoH(urypanusi no yMmo/r4aHuio
[TapameTp — error.

Pexxum

Pexxum KOH(I)I/IprI/IpOBaHI/IH CHUCTEMHOI'O JIOTUDOBAHUA.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# logging
console(config-logging)# file severity warning

8.12 show logging file

show logging file — komaHn/ja, ipejHa3HaueHHast /17151 0TOOpa)keHUst MHGOPMALIMK O HAaCTPOMKax
COXpaHeHHs CUCTeMHBIX coobmennii Bo FLASH-namsTh.

CHuHTaKCHC
show logging file

ITapameTpsnl

KoHdurypanus no ymo/ruaHuio

Pexxum
Bce.

PYKOBOJICTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console# show logging file
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8.13 show log file

show log file — komaHn/ja, MpefHa3HaUeHHAs /17151 OTOOPa’KEHHSI CUCTEMHBIX COOOIIIEHUH,
3anucaHHbix BoO FLASH-namsATs.

CuHTaKCHuC
show log file [head head-number-of-messages | tail tail-number-of-messages]

IIapameTpsbl

- tail-number-of-messages — orpeie/isieT KOJIMUeCTBO 0TOOpaXkaeMbIx cOOOITIeHMi ¢ KoHIIa ¢atina
(MocieiHYe 3amMCaHHBIE COOOITeHNs).

- head-number-of-messages — onpe/iesisieT KOMMYeCTBO 0TOOpa’kaeMbIX COOOIIIeHHH C Hauaa
datina (TiepBble 3amMCaHHbIE COOOIIEHUS).

KoH(urypanusi no ymoruaHuio
Ecsii He yKa3bIBaTh apaMeTp, TO KOMaH/ja BLIBOJUT BCE 3alMCAaHHbIe COOOIIEHNUSI.

Pexxum
Bce.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# show log file tail 30

8.14 clear log file

clear log file — komaH/ja, pefHa3HaUeHHAs /I/1s1 OUMCTKH COJepXKUMOTO (haiina jor-coobieHni.

CuHTaKCHuC
clear log file

ITapameTpsl

KoHnurypanys no ymor4aHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO
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ITpumep

console# clear log file

8.15 remote

remote — KOMaH/Ia, NpeJHa3HaueHHas [ijis BK/IFOUeHHUs OTITPAaBKK CUCTEMHBIX COOOIIeHMIA Ha
yka3aHHbli Syslog Cepsep. KomaHza c ripeyKcoM no OTK/IFOUaeT OTIIPABKY COOOIIeH i Ha
ykaszaHHbIM Syslog Cepgep.

CuHTaKCuC
remote {ipv4-address | hostname} [port port]

ITapameTpsbl

- ipv4-address — IPv4-aapec xocTa, KOTOpBIi OyZeT UCIomb30BaThCs B KadecTBe Syslog CepBepa.

- hostname — vMs x0cCTa, KOTOPBIH OyzleT UCTIONMb30BaThCs B KauecTBe Syslog Cepsepa. (/Iunaria3oH:
1-158 cumBOOB)

- port — HOMeD TopTa Jjist oTIipaBku Syslog coobienuii. Eciu Homep He yka3aH, 3HaueHUe 10
ymonyanuto — 514. (JuanasoH: 1-65535)

KoHdurypanus no ymo/ruaHHIO
Cepsep a715 oTTIpaBKu Syslog coo0irieHuii He onpeieseH.

Pexxum
Pe>xuiM KOH(UTYPUPOBAHMS CCTEMHOTO JIOTUPOBaHUS.

PYKOBOJICTBO M0 UCIT10/Ib30BAHUIO

ITpumep

console# logging
console(config-logging)# remote 172.16.1.1

8.16 show logging remote

show logging remote — komaH/ja, ripejHa3HayeHHas [i71s1 0ToOpakeHUst HGOPMaLIUU O
HaCTpPOWKAax OTIIPaBKHU coobiieHui Ha Syslog Cepaep.

CuHTaKCuC
show logging remote

ITapameTpsnl

KoH¢urypanus no ymoruaHuio
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Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# show logging remote
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9 KoMaHObI HACTPOMKH BPEMEHU

9.1 clock

clock — komaH/ia, rpeiHa3HauUeHHasi [1J1s1 BXOZla B Pe)KUM KOH(MUT'ypHUPOBaHUSI CHCTEMHOT'O
BpeMeHHU.

CHHTaKCHUC
clock

ITapameTpsnl

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

ITpumep

console# clock
console(config-clock)#

9.2 ntp

ntp — KoMaH/ia, npeAHa3HaueHHast AJis1 BKatoueHus NTPv4 Knvenra. Komanpa c npedukcoMm no
otkmouaeT paboty NTPv4 Knuenra.

CHHTaKCHUC

ntp
no ntp

ITapameTpsbl

Kondurypanusa no ymo14aHHIO
BxtoueHo.
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Pexxum

Pe>xuM KOH(QUTypUPOBaHUS CHCTEMHOTO BPEMEHU.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# clock
console(config-clock)# ntp

9.3  ntp-server

ntp-server — KOMaH/Ia, TipefiHa3HaueHHas 11 fobasnernss NTPv4 Cepsepa, ¢ KOTOpbIM OyzieT
CUHXPOHU3UPOBaThCs ycTpoiicTBo. KomaHza ¢ npedrkcoM no yaasnsieT 3aaHHbiii NTPv4 Cepsep.

CHHTaKCHUC

ntp-server {ipv4-address | hostname}
no ntp-server {ipv4-address | hostname}

ITapameTpsbl

- ipv4-address — ykasbiBaeT IPv4-afipec xocTa, KOTOpbIi OyJeT ucronb3oBaTbcsi B KauectBe NTPv4
Cepsepa.

- hostname — uMs X0CTa, KOTOPBIH OyzeT ucro/b30BaThcs B KauectBe NTPv4 Cepsepa.
(Juamna3zon: 1-158 cuMB0JIOB)

KoH(urypanus no ymo/1uaHuio

Pexxum
Pe>xriM KOH(UTYPUPOBAHUS CHCTEMHOTO BPEMEHH.

PYKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

ITpumep

console# clock
console(config-clock)# ntp-server 192.168.0.33

9.4 timezone

timezone — KoMaH/ja, Ipe/iHa3HaueHHas /1Sl yCTaHOBKM yacoBoro rosica. Komanza c rpedrikcom
No Bo3BpaljaeT KOH(GUTYpaLHIo 110 YMOIUaHHIO.

75



AO «Axecmpem-Tenekom». Onucanue uHmepaetica KoMaHoHoU cmpoku 045 AngtelOS

CuHTaKCHC

timezone {USZ1 | MSK | SAMT | YEKT | OMST | KRAT | IRKT | YAKT | VLAT | SRET |
PETT}

IIapameTpsbl

- USZ1 — ycranaBnuBaeT Kanununrpagckoe Bpemsi (UTC+2:00).

- MSK — ycranaBnuBaeT MockoBckoe BpeMsi (UTC+3:00).

- SAMT — ycraHaBnuBaeT Camapckoe Bpemsi (UTC+4:00).

- YEKT — ycraHaBnuBaet Exarepun6Oyprckoe Bpemsi (UTC+5:00).
- OMST — ycranaBnuBaeT Omckoe Bpemsi (UTC+6:00).

- KRAT — ycranaBnuBaet KpacHosipckoe Bpemsi (UTC+7:00).

- IRKT — ycranaBnuBaeT MpkyTtckoe Bpemsi (UTC+8:00).

- YAKT — ycranaBnuBaet SIkytckoe Bpemsi (UTC+9:00).

- VLAT — ycraHaBnuBaeT BnaauBoctokckoe Bpemsi (UTC+10:00).
- SRET — ycraHaBnuBaeT CpeznHekonbiMckoe Bpems (UTC+11:00).
- PETT — ycraHaBnuBaet Kamuactckoe Bpemsi (UTC+12:00).

KoHurypanus no ymo/1uaHHIO
ITapamerp — MSK.

Pexxum
Pe>kiM KOH(UTypUPOBaHUSI CUCTEMHOTO BPDEMEHH.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

IIpumep

console# clock
console(config-clock)# timezone SAMT

9.5 show clock

show clock — komaH/1a, TpefHa3HaUeHHAs /1/1s1 OTOOpa’keHUH MHGMOPMALIMK 0 HACTPOHKaxX
CUCTEeMHOT'0 BpEMeHHU.

CHuHTaKCcHuc
show clock

ITapameTpsbIl

KoHdurypanus no ymo4aHuio

Pexxum
Bce.
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PyKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console(config-switch)# show clock
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10 KowmaHnOow! RSTP

10.1 spanning-tree

spanning-tree — KOMaH/a, Tpe/iHa3HaueHHast /15 171006abHOTO BK/TIOUeHUsT paboThl MPOTOKO/IA
RSTP. Komania ¢ ripedKcoM no oTK/I04uaeT paboTy nporokosa RSTP.

CHHTaKCHUC

spanning-tree
no spanning-tree

ITapameTpsl

KoHurypanus no ymo14aH1I0
BxmtoueHo.

Pexxum

Pe>xuM KOH(UTypUpPOBaHUSI KOMMYTaTopa.

PYKOBOJZ[CTBO 0 UCI10/Ib30BAHHUIO

IIpumep

console# switch
console(config-switch)# spanning-tree

10.2 spanning-tree forward-time

spanning-tree forward-time — komaH/ja, peiHa3HaYeHHas1 [/isi HACTPOMKHU TaliMepa
FORWARD_DELAY niporokosa RSTP. Komanza c npedukcoMm no Bo3BpailiaeT KOHGHUTypaLuio 1Mo
YMOJTYaHHIO.

CHHTaKCHUC

spanning-tree forward-time forward-time-value
no spanning-tree forward-time

ITapameTpsbl

- forward-time-value — 3ajiaeT Bpemsi, B TeUeHUU KOTOPOT'O MOPT HaXOJUTCS B COCTOSIHUU
LISTENING u LEARNING nepeg, BkitouenreM B coctosiHue FORWARDING. ([uana3on: 4-30

CeKyH[1)

78



AO «Axecmpem-Tenekom». Onucanue uHmepaetica KoMaHoHoU cmpoku 045 AngtelOS

KoH¢urypanus no ymoruaHuio
15

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

TIpy U3MeHeHNH 3HaueHHs mapaMeTpa forward-time creflyeT yUnTBIBATh, YTO JJO/DKHO
COXpaHATLCA cooTHoIenue: 2 (forward_time—1)>max_age

ITpumep

console# switch
console(config-switch)# spanning-tree forward-time 20

10.3 spanning-tree max-age

spanning-tree max-age — KoMaH/ia, TIpe/jHa3HaueHHasi /i/ii HACTPOMKH MaKCUMaJ/IbHOTO BpeMeHH!
)KU3HM JiepeBa ripotokona RSTP. Komana ¢ ripedrkcoM no Bo3BpailjaeT KOHPUTYypalHto 10
YMOJIYaHUIO.

CHuHTaKCcuc

spanning-tree max-age max-age-value
no spanning-tree max-age

ITapameTpsl

- max-age-value — 3aiaeT MakCMMasibHOe BpeMsl >K13HU JiepeBa. ([uamna3oH: 6-40 cekyH[)

KoHurypanus no ymor4aHuio
20

Pexxum

Pe>xuM KOH(UTypUpPOBaHUSI KOMMYTaTOpa.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO

Tpy M3MeHeHN: 3HaYeHHsI TTapaMeTpa Max-age c/ieflyeT YUUTBIBATh, UTO J0/DKHO COXPAHAThCS
cootHomtenve: 2(hello_time+1)<max_age<2(forward_time—1)

ITpumep

console# switch
console(config-switch)# spanning-tree max-age 25
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10.4 spanning-tree hello-time

spanning-tree hello-time — komaH/a, peiHa3HaueHHas A1 HacTpoiiku TatiMepa HELLO_TIME
npotokosia RSTP. Komana ¢ npedrkcom ne Bo3BpaiiiaeT KOH(UrypaLiio 10 yMOIUaHUIO.

CHuHTaKkcuc

spanning-tree hello-time hello-time-value
no spanning-tree hello-time

ITapameTpsbl

- hello-time-value — 3aaeT UHTEpBaa BpeMeHH, Uepe3 KOTOPBIA yCTPONCTBO OyZIeT OTIPaB/IsATh
coobitenre HELLO. ([uamna3on: 1-10 cekyH[)

KoHurypanus no ymor4aHuo
2.

Pexxum

Pe>xvM KOHQUryprpoBaHUs KOMMYTaTopa.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

[Tpu u3meHeHnny 3HaueHus napametpa hello-time cienyeT yunuThiBaTh, UTO JJO/DKHO COXPaHSITHCS
cootHomenue: max_age=>2 (hello_time+1)

IIpumep

console# switch
console(config-switch)# spanning-tree hello-time 1

10.5 spanning-tree hold-count

spanning-tree hold-count — komaHza, pe/jHa3HaueHHas JJis1 HACTPOUKK Konuuectsa BPDU
CoOOIIIeHHH, OTIIPAB/IsIEMBIX YCTPOWCTBOM KaXKyto ceKyHay. KomaHga ¢ mpedykcoM no
BO3BpAIllaeT KOH(PUTYpAIHIO 110 YMOTUaHUIO.

CHuHTaKCcHuC

spanning-tree hold-count hold-count-value
no spanning-tree hold-count

ITapameTpsbIl

- hold-count-value — 3apmaet kommuectBo BPDU coo0iijeHuid, KOTOpoe yCTPOWCTBO OTITPAB/ISIET
Kakayro cekyHpy. (duamna3on: 1-10)

KoH(urypanusi no ymoruaHuio
6.

Pexxum

Pe>xvM KOH(QUryprpoBaHUs KOMMYTaTopa.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# switch
console(config-switch)# spanning-tree hold-count 10

10.6 spanning-tree priority

spanning-tree priority — KoMmaH/ia, TipeiHa3HauUeHHasl [i/is HACTPOMKHU NMPUOPUTETa KOMMYyTaTopa
npotokosia RSTP. Komana ¢ npedrkcom noe Bo3BpailiaeT KOH(UTypalLiio 10 YMOIUaHUIO.

CuHTaKCcuc
spanning-tree priority priority-value
no spanning-tree priority

ITapameTpsbIl
- priority-value — 3aaet npuopureT ycTpoucTBy. ([Juanason: 0-61440 c marom 4096)

KoHurypanus no ymor4aHuio
32768.

Pexxum
Pe>xuiM KOH(GUTYPUPOBAHUSI KOMMYTaTOpa.

PyKOBOﬂCTBO 110 UCIT10/Ib30BAHHUIO

ITpumep

console# switch
console(config-switch)# spanning-tree priority 0

10.7 spanning-tree(Interface)

spanning-tree — KOMaH/Ia, MpeJJHa3HaueHHas [y BK/IoUeHUs: paboThl mpoTokosia RSTP Ha
uHTepdeiice. KomaHza c mpedurkcoM no oTkmtouaeT paborty rnpotokona RSTP Ha uHTepdeiice.

CHuHTaKCHUC

spanning-tree
no spanning-tree

ITapameTpsbIl
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KoH¢urypanusa no ymo14aHHIO
BxmtoueHo.

Pexxum

Pe>xum koHpurypupoBanus uarepdeiica Ethernet.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

PekomeH1yeTcs BBIK/TFOUATh TIPOTOKO/I RSTP Ha abOHEeHTCKUX MOPTax, KOTOPbIe He yUaBCTBYIOT
CO3/IaHUM KOJ/IbLIEBOM TOIIOJIOTUM.

ITpumep

console# interface gel-8
console(config-if-gel@)# no spanning-tree

10.8 spanning-tree cost

spanning-tree cost — KoMaH/ja, IIpeiHa3HaYeHHas1 /11 HACTPOMKY CTOMMOCTH IOpTa IPOTOKo/Ia
RSTP. Komanza ¢ npepukcom no Bo3BpaiiiaeT KOHQUryparyo 1o yMOIYaHHIO.

CHHTaKCHuC

spanning-tree cost cost-value
no spanning-tree cost

ITapameTpsbIl
- cost-value — 3ayiaeT croumocTb rnopTa. ([Juamaszon: 1-200000000)

KoH(urypanus no ymoruaHuio
15.

Pexxum
PexxuM koHuUryprpoBaHusi uHTep@detiica Ethernet.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console# interface gel0
console(config-if-gel0)# spanning-tree cost 200000

10.9 spanning-tree port-priority

spanning-tree port-priority — KoMaH/ia, TIpejHa3HaueHHasi /1/i1 HACTPOMKU CTOMMOCTH TOpTa
nipotokosia RSTP. Komana ¢ npedrkcom no Bo3BpaliiaeT KOH(DUTypal|io TI0 YMOTUaHUIO.
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CuHTaKCcHuc
spanning-tree port-priority priority-value
no spanning-tree port-priority

IIapameTpsbl
- priority-value — 3aziaeT npuopureT nopra. ([uamna3on: 0-240)

KoH¢urypanus no ymoruaHuio
128.

Pexxum
PexxuM KoHpUrypupoBanust uHTepgeiica Ethernet.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

IIpumep

console# interface gel0
console(config-if-gel0)# spanning-tree port-priority ©

10.10 spanning-tree link-type

spanning-tree link-type — komaH/ja, peAHa3HaueHHasl /sl HACTPOWKU TUTA COeJUHEHUs 1opTa
nporokona RSTP. Komanza ¢ npedukcoM noe Bo3BpailjaeT KOH(GUIyparjuio Mo YMOTYaHHIO.

CHuHTaKCcHuc

spanning-tree link-type {p2p | shared | auto}
no spanning-tree link-type

ITapameTpsnl

- P2p — OTpefie/sieT TUT COeJMHEHUS TIOPTa KaK «TOUYKA-TOUKa».

- shared — onpeziensier TN coeTUHEHMS TIOPTA KakK OOIIIUH.

- auto — orpezie/sieT TUT COeJJMHEHUsI TIOPTa aBTOMAaTUUYeCKH B COOTBECTBUU C PEXXUMOM
JlyTuieKca: p2p — TMOJHbIN AyTuiekc, shared — monyayrinekc.

KoHurypanus no ymo/14aH1I0
[TapameTrp — auto.

Pexxum
PexxuM koHUTryprpoBaHusi uHTep(detiica Ethernet.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

83



AO «Axecmpem-Tenekom». Onucanue uHmepaetica KoMaHoHoU cmpoku 045 AngtelOS

ITpumep

console# interface gel0
console(config-if-gel0)# spanning-tree link-type shared

10.11 spanning-tree auto-edge

spanning-tree auto-edge — KomaH/ia, TipeZiHa3HaueHHas Jjjisi BK/IFOUeHUS pe)KrMa
aBTOMAaTHUeCKOTO OrpeZiesieHusi TpaHUYHOro ropTa rpotokosia RSTP. Komanzia ¢ npedukcom no
OTKJ/TFOYAeT 3TOT PeXKHM.

CHuHTaKCcuc

spanning-tree auto-edge
no spanning-tree auto-edge

ITapameTpsbl

KoHurypanus no ymor4aHuio

Pexxum
PexxuM KoHpUrypupoBanust uHTepgeiica Ethernet.

PyKOBOﬂCTBO 110 UCIT10/Ib30BAHHUIO

IIpumep

console# interface gel0
console(config-if-gel0)# spanning-tree auto-edge

10.12 spanning-tree admin-edge

spanning-tree admin-edge — komaH/ja, npefiHa3HaueHHasl [ijIsl OTNIpe/ie/ieHus TTopTa Kak
rpaHnuHoro. Komanzia ¢ npeukcom no Bo3BpaiiiaeT KOHPUryparu 1o yMOTYaHUIO.

CHuHTaKCHUC

spanning-tree auto-edge
no spanning-tree auto-edge

ITapameTpsnl

KoH(urypanus no ymoruaHuio
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Pexxum

Pe>xum koHpurypupoBanus uatepdeiica Ethernet.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# interface gel0
console(config-if-gel0)# spanning-tree admin-edge

10.13 spanning-tree bpduguard

spanning-tree bpduguard — komaHza, ipejHa3HaueHHas A5 BKatodeHus pynkiuu BPDU Guard
Ha uHTepdetice. KomaHa ¢ mpedyKcoM no BLIK/IIOUAET AaHHYI0 (QYHKIMIO Ha UHTepdeiice.

CHHTaKCHUC

spanning-tree bpduguard
no spanning-tree bpduguard

ITapameTpsbl

KoH(urypanus no ymoruaHuio

Pexxum

PexxuM KoHpUrypupoBanust uHTepgeiica Ethernet.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

®ynkims BPDU Guard paboraeT coBmecTHO ¢ dyHKiuer Errdisable Recovery u oTkirouaet mopt
Ha BpeMsi, onpejenseMmoe KoMaH/oi errdisable recovery interval. ITopT, BbIK/HOUeHHBIN 3TOU
(yHKLeH, Tak)Ke MO)KHO BK/IFOUMTb aZlMUHHCTPaTUBHO KoMaH/Ziol clear errdisable interface.

ITpumep

console# interface gel0
console(config-if-gel0)# spanning-tree bpduguard

10.14 spanning-tree rootquard

spanning-tree rootguard — KomaH/ia, pe/jHa3HaueHHasi /17151 BK/toueHus: GyHkimu Root Guard Ha
uHTepdetice. KomaHa c ripehkcoM no BLIK/IIOUYaeT JAaHHYIO (PYHKIMIO Ha UHTepdetice.

CuHTaKcuc
spanning-tree rootguard
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no spanning-tree rootguard

ITapameTpsbl

KoH(urypanusi no ymoruaHuio

Pexum
Pe>xum koHpurypupoBanus unrepgeiica Ethernet.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# interface gel0
console(config-if-gel0)# spanning-tree rootguard

10.15 show spanning-tree

show spanning-tree — KomaH/ia, rpe/iHa3HaueHHas Jj1s1 oToOpaxkeHus udopmaru o pabote
niporokosna RSTP.

CuHTaKCHuC
show spanning-tree [active | blockedports | enabled | interface interface-id] [detail]

ITapameTpsnl

- active — BBIBOAUT MH(POPMALMIO TOJIBKO 00 aTUBHBIX MOpTax mpotokosia RSTP.

- blockedport — BriBogUT MH(GOPMALHIO TOMBLKO O 3a0/I0OKMPOBAaHHBIX TIOPTax MpoTokosia RSTP.

- detail — BbIBOgUT BCIO MH(OPMaLMIO 0 paboTe ¥ HacTpoiKax TpoTokosa RSTP, a Takke
CBSI3aHHBIX C HUM (YHKIUSIX.

- enabled — BbIBOAUT MH(OPMALMIO TOJILKO O TOPTaX, Ha KOTOPLIX BKJIFOUeH rpoTokoia RSTP.

- interface-id — omipefiensieT hu3uUeCKUii UHTEpQeiic.

KoHpurypanus no ymo4aHuio

Eciu He yka3bIBaTh TlapaMeTp, TO KOMaH/la BBIBOJUT BCIO OCHOBHYIO MH(GOPMaLMIo 0 paboTe
ripotokosia RSTP Ha Bcex unTepdeticax Ethernet.

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/1Ib30BAHUIO
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ITpumep

console# show spanning-tree active detail

10.16 errdisable recovery case

errdisable recovery case — koMaH/ja, pe/lHa3HaueHHas1 JJ1s1 BK/IFoUeHUs1 QyHKLAU
BOCCTaHOB/IeHUs1 pabOoThI TIOPTA, rocJie ero nepeBoza B coctosine LINK DOWN ornpegeneHHon

(yHKLe.
CuHTaKCcuc

errdisable recovery case {all | stp-bpdu-guard}

ITapameTpsbl

- all — ompegensiet, uto pabora moprta OyzeT BOCCTaHOB/IEHA, €CJ/IA OH ObUT BBIK/TIOUEH JIF000H U3

(N%:14812178
- stp-bpdu-guard — onpeziensiet, uto paboTa rmopra OyzeT BOCCTaHOB/EHA, €C/TH OH ObLT
BbIK/TtoueH ¢yHkuued STP BPDU Guard.

Kondurypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console# errdisable recovery case stp-bpdu-guard

10.17 errdisable recovery interval

errdisable recovery interval — KomaH/ja, mpeZiHa3HaueHHas [/1s1 3a/laHUsI MHTepBaJia BpeMeHH,
yepe3 KOTopoe paboTa ropTa OyZieT BOCCTaHOB/IEHA B C/Tydae ero OTK/TFOUeHUs! OTpe/ie/IeHHbIMU
byHKUUSAMMU.

CuHTaKCuC
errdisable recovery interval interval-value

ITapameTpsbIl

- interval-value — omipeziensieT UHTEPBA/l BDeMeHH, Uepe3 KOTOpbIi paboTta mopra OyzieT
BocCcTaHoBJ/leHa. ([uamnasoHn: 30-86400)

KoH(urypanus no ymoruaHuio
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# errdisable recovery interval 30

10.18 show errdisable recovery

show errdisable recovery — komaHn/ja, rpejHa3HaueHHas /151 0OTOOpaXkeHUsT opMaLvy O
HacTpoiikax (pyHkuuu Errdisable Recovery.

CuHTaKCuC
show errdisable recovery

ITapameTpsbIl

KoHnpurypanus no ymo4aHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

ITpumep

console# show errdisable recovery

10.19 clear errdisable interface

clear errdisable interface — xomana, npefiHa3HaueHHasi /151 IMUHUCTPATUBHOTO BK/IFOUEHUST
TIOpPTa, BBIK/IFOUEHHOTO CUCTEMOM.

CuHTaKCuC
clear errdisable interface interface-id

ITapameTpsbl
- interface-id — omipefiensieT pU3nUeCKrii UHTepderiC.

KoH(urypanusi no ymo/ruaHuio
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Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# clear errdisable interface fel

10.20 show errdisable interfaces

show errdisable interfaces — komaH/1a, MpefHa3HaueHHAas /17151 OTOOpaykeHUs UdopMaruy O
BBIK/IFOUEHHBIX CUCTEeMOM MHTepdericax.

CHuHTaKCHC
show errdisable interfaces

ITapameTpsbIl

KoHnpurypanus no ymo4aHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

ITpumep

console# show errdisable interfaces
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11 KomMaHOBI AAA

11.1 aaa

aaa — KOMaH/ia, Tipe/iHa3HaueHHasl JI/isl BX0/la B peXkKuM KoHpuUrypupoBaHus AAA.

CHuHTaKCcHucC
aaa

ITapameTpsl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console# aaa
console(config-aaa)#

11.2 wusername

username — KOMaH/ja, TpefHa3HaueHHas /IS CO3/IaHus TI0/Ib30BaTe/Isl B JIOKA/IbHOM Oa3e 1aHHBIX.

CHHTaKCHuC

username name-string {nopassword | password password-string | encrypted encrypted-
password} [privilege privilege-level]
no username name-string

ITapameTpsnl

- name-string — 3ajjaeT UMs nosb3oaress. (JauHa: 1-20 cuMBOIOB)

- password-string — 3a/iaeT naposb nojb3osaress. ([JauHa: 1-20 cMMBO/IOB)

- unencrypted-password — 3ajiaeT n1apoJib [10/1b30BaTesIsl B He3allM(ppoBaHHOM Buge. ([JavHa: 1-20
CHMBOJIOB)

- encrypted-password — 3ajjaeT n1apoJib [10/1b30BatesIs B 3aln@poBaHHoM Buge. ([uHa: 1-20)

- privilege-level — 3aziaeT ypoBeHb NpUBUIerUid nosb3oBares. ([Juanason: 1-15)
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- nopasword — O1ipejesisieT, YTO Y 3aldHHOI'O I10/Ib30BaTe/id HET I1apOJis.

KoHurypanus no ymo/1uaHHIO
ITosb30BaTenn He CO37jaHHBI.

Pexxum
PexxuM KoHpurypupoBanus AAA.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

IIpumep

console# aaa
console(config-aaa)# username Console password Gh_0*1$jk privilege 15

11.3 show users accounts

show users accounts — koMaH/1a, peiHa3HaueHHast /11 0TOOpa>keHUsT HH(OPMAIUK O CO3/JaHHBIX
JIOKaJIbHbIX TI0/Tb30BaTe/IsIX.

CHuHTaKCcHuc
show users accounts

ITapameTpsbIl

KoHdurypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console# show users accounts

11.4 passwords strength-check

passwords strength-check — komaH/a, npeHa3HaueHHast [J1s BK/IHOUeHUsT (PYHKLIMW TTPOBEPKHU
CJIO)KHOCTH T1apoJIsl.

CuHTaKCHuC
passwords strength-check
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no passwords strength-check

ITapameTpsbl

Kondurypanus no ymo/ruaH1IO
BrikiroueHo.

Pexum
Pe>xum koHpuryprpoanus AAA.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

[TpoBepka GyzeT MPOWU3BOAUTCS MPHU CO3,aHUM HOBOTO T10/Ib30BaTerIsl, a TAK)Ke BO BPeMsi
TIPOXOXK/IeHUsI TIPOLielypbl ayHTeHTH(UKawy. Ecu maposs He OyzieT COOTBETCTBOBATh
rapameTpawm, 3aJJaHHbIM KOMaH/laMu passwords, 1osib3oBaresto OyieT rpe/jioykeHO CMEHUTh
1apoJib.

IIpumep

console# aaa
console(config-aaa)# passwords strength-check

11.5 passwords min-length

passwords min-length — komaHzia, ipe/jHa3HaueHHas /1Jis HACTPONKHA MUHUMAJIbHO [I0OMYCTUMOTO
3HaueHUs JyIMHBI TTaposisi. KomMaHza ¢ npedrKcomM no cHUMaeT orpaHr4YeHre Ha 3HaueHue
MUHHMMa/bHOM [JIMHBI TIApOJIsl.

CHHTaKCcHuC

passwords min-length min-length-value
no min-length

ITapameTpsbIl

- min-length-value — 3alaeT MUHUMAJILHO [IOMYCTUMOe 3HaueHue JJIMHbI napoJs. ([Juamna3oH: 6-
64)

KoH(urypanus no ymoruaHuio
6.

Pexxum
PexxuM KoHpurypupoBanus AAA.

PYKOBOACTBO 10 UCIT10/1Ib30BAHUIO

Jn1s1 BKJ/TIOUeHHsI TIPOBEPKU CJIOXKHOCTH TIaposisi He0OX0[MMO BOCIIO/Ib30BaThCsI KOMaH/I0M
passwords strength-check.
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ITpumep

console# aaa
console(config-aaa)# passwords min-length 10
console(config-aaa)# passwords strength-check

11.6 passwords max-length

passwords max-length — xomanzia, ipejHa3HaueHHast [/ HACTPOUKH MaKCUMaJTbHO
JIOTTYCTUMOTO 3HAUEHHUs JJTUHBI TTaposist. KomaH/ia ¢ mpe(MKCOM no CHUMaeT OrpaHUYeHre Ha
3HaueHre MaKCUMa/IbHOH JI/TMHBI MapoJIs.

CHHTaKCcHuC

passwords max-length max-length-value
no passwords max-length

ITapameTpsnIl

- max-length-value — 3ajaeT MakCUMaJIbHO JJOMTYCTHMO€ 3HaueHue JJIMHbI aposis. ([Juarma3oHn: 6-
255)

KoH¢urypanus no ymouaHuio

OrpaHuueHue He 3aJaHo.

Pexxum
PexxuM KoHpurypupoBaHus AAA.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

[n1st BK/TIOUEHHUsI TIPOBEPKU CJIOXKHOCTH TIapoyisi He0OX0[MMO BOCIIO/IBb30BaThCsI KOMaH/I0M
passwords strength-check.

IIpumep

console# aaa
console(config-aaa)# passwords max-length 10
console(config-aaa)# passwords strength-check

11.7 passwords min-uppercase

passwords min-uppercase — KoMaH/ia, Tipe/lHa3HaueHHasl Jj/is HACTPOUKU MUHUMa/bHO
JIOTTyCTUMOT0 3HaUeHUsT KOJTMUeCTBa TIPONMCHBIX OYKB B raposie. KomaHza ¢ mpedhuKcom no
CHMMaeT OrpaHUYeHre Ha KOJTMUeCTBO TIPOMUCHBIX OYKB B maposie.

CuHTaKCHUC

passwords min-uppercase min-uppercase-value
no passwords min-uppercase
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ITapameTpsbl

- min-uppercase-value — 3afiaeT MMHAMAJIbHO JIONTyCTUMOE 3HaueHre KOJTMYeCTBa MPOMMCHBIX
OykB B mapore. ([Iuara3on: 1-16)

KoH(urypanusi no yMmo/r4aHuio
OrpaHnueHye He 3a/jaHo.

Pexxum
Pe>xum koHpurypupoBanust AAA.

PYKOBO,[[CTBO 10 UCIT10/Ib30BAHHUIO

1711 BK/TFOUeHUsI TIPOBEPKU CJIOKHOCTH TIapOJisi He0OXOAMMO BOCIIOb30BaThCs KOMaH/[0M
passwords strength-check.

ITpumep

console# aaa
console(config-aaa)# passwords min-uppercase 3
console(config-aaa)# passwords strength-check

11.8 passwords min-lowercase

passwords min-lowercase — komaH/ja, pefiHa3HaueHHasl [IjIsi HACTPOMKU MUHUMATbHO
JIOITYyCTUMOTO 3HAUEHHsI KOTMYeCTBa CTPOUHBIX OyKB B maposie. KomaHza c ripevkcom no cHUMaeT
OrpaHUuYEHHe Ha KOJIMYeCTBO CTPOUHBIX OYKB B TapoJie.

CHuHTaKCcHuC

passwords min-lowercase min-lowercase-value
no passwords min-lowercase

IIapameTpsbl

- min-lowercase-value — 3a/laeT MUHUMAJILHO [JOTTYCTUMOe 3HaueHHe KOJIMUeCTBa CTPOUYHBIX OYKB
B napovie. ([Iuaria3oH: 1-16)

KoH(urypanusi no ymoruaHuio
OrpaHnueHue He 3a/jaHoO.

Pexum
Pe>xum koHpuryprpoBanus AAA.

PyKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

7151 BK/IFOUeHUsI IPOBEPKU CI0KHOCTH T1apoJisi He0OX0AMMO BOCIIOIb30BaThCs KOMaH/[0M
passwords strength-check.

IIpumep

console# aaa
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console(config-aaa)# passwords min-lowercase 3
console(config-aaa)# passwords strength-check

11.9 passwords min-numeric

passwords min-numeric — KoMaH/ia, TIpejHa3HaueHHasi /1J11 HACTPONKH MUHUMAJIbHO
JIOITYyCTUMOTO 3HAUEHHsI KOIn4ecTBa Udp B raposie. Komanza ¢ mpe(UKCOM no CHUMaeT
orpaHdYeHHe Ha KOJTMYeCTBO LUQP B raposie.

CHHTaKCHUC

passwords min-numeric min-numeric-value
no min-numeric min-numeric-value

ITapameTpsl

- min-numeric-value — 3a/jaeT MMHUMAJILHO JJOTTyCTUMOIO 3HaUeHHs1 KojmuecTBa 1udp B mapoJie.
(duartazoH: 1-16)

KoHurypanus no ymo4aHuio
ITosb30BaTe/IN He CO3/jaHHBL.

Pexxum
Pe>xuM KoHpurypupoBanus AAA.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

[n1st BK/TIOUEHMsI TIPOBEPKU CJIOXKHOCTH TapoJisi He0OX0UMO BOCIIO/Ib30BaThCsl KOMaH/I0M
passwords strength-check.

IIpumep

console# aaa
console(config-aaa)# passwords min-numeric 3
console(config-aaa)# passwords strength-check

11.10 passwords min-other

passwords min-other — KomMaH/ja, pe/jHa3HaueHHas1 Jjis1 HACTPOWKU MUHUMAbHO JIOMYCTUMOIO
3HaueHHsl KOJIMUeCTBa CrieljiabHbIX CHMBOJIOB B Tlaposie. KomaH/ia ¢ mperkcomM no CHUMaeT
orpaHUuYeHHe Ha KOJIMYeCTBO CIel[albHbIX CHMBOJIOB B TIapoJie.

CHuHTaKCcuc

passwords min-other min-other-value
no passwords min-other

ITapameTpsbl

- min-other-value — MUHUMabHO I0MYCTUMOTO 3HaYeHUsI KOJIMYeCTBa LMp B maporie.
(duamaszon: 1-16)
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KoH¢urypanusa no ymo14aHHIO
ITonwb30Bareny He CO37aHHBI.

Pexum
Pe>xum koHpurypupoBaHus AAA.

PYKOBOACTBO 10 UCI10/Ib30BAHHUIO

[n1s1 BK/TIOUEHMsI TIPOBEPKU CJIOXKHOCTH TIapoyisi He0OX0[MMO BOCIIO/Ib30BaThCsI KOMaH/I0M
passwords strength-check.

ITpumep

console# aaa
console(config-aaa)# passwords min-other 2
console(config-aaa)# passwords strength-check

11.11 passwords char-changes

passwords char-changes — xomaH/ia, ipe/jHa3HaueHHasi /711 HACTPOUKH MUHUMAJIbHO
JIOITYyCTUMOTO 3HAUEHHsI KOJIMUEeCTBA OT/IMYAKOIIMXCSI CHMBOJIOB B Tiaposie. KoMaHjja ¢ mpedukcom
No CHUMaeT OrpaHWYeHHe Ha KOJTMYeCTBO COT/IMUYAILUXCS CUMBOJIOB B IapoJie.

CuHTaKCHC

passwords char-changes char-changes-value
no passwords char-changes

ITapameTpsbl

- char-changes-value — 3aiaeT MUHUMAJILHO JOMYCTUMOE 3HaueHe KOMYeCTBa OT/IMYAOLIUXCS
CUMBOJIOB B rapovie. ([Iunarma3oH: 1-16)

KoH(urypanusi no ymo/r4aHuio
OrpaHnueHye He 3a/jaHo.

Pexum
Pe>xum koHpuryprpoBanus AAA.

PYKOBO,[[CTBO 10 UCIT10/Ib30BAHHUIO

1711 BK/TFOUeHUsI TTPOBEPKU CJIOKHOCTH TIapOJisi He0OXOAMMO BOCIIOb30BaThCsl KOMaH/[0M
passwords strength-check.

IIpumep

console# aaa
console(config-aaa)# passwords char-changes 3
console(config-aaa)# passwords strength-check
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11.12 passwords max-repeat

passwords max-repeat — KoMaH/1a, IpeZiHa3HaueHHasl [I/isl HACTPOWKH MaKCUMasbHO
JIOTTyCTUMOT0 3HaueHHs1 KOJIM4YeCTBa TTOBTOPSIFOILMXCS TIOZIPSi/i CUMBOJIOB B raposie. KomaHza ¢
npe(MKCOM NO CHUMAET OrpaHUUEHHe Ha KOJIMUeCTBO MOBTOPSIIOIIUXCS TIPS/ CHMBOJIOB B
raporsie.

CHuHTaKcuc

passwords max-repeat max-repeat-value
no passwords max-repeat

ITapameTpsbl

- max-repeat-value — 3alaeT MaKCUMaJIbHO ZIOMTyCTUMOE 3HaueHHe KOTMYeCTBa TTOBTOPSIFOIIAXCS
MO/IpsiJ, CUMBOJIOB B mapovie. ([Iuama3oH: 1-16)

KoH(urypanusi mo yMmo/r4aHuio
OrpaHnueHye He 3a/jaHo.

Pexxum
PexxuM KoHpuUrypupoBanus AAA.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

[171s1 BK/TIOUeHHsI TIPOBEPKU CJIOXKHOCTH T1Iapoisi He00X0[MMO BOCTIO/IB30BaThCsI KOMaH/I0M
passwords strength-check.

ITpumep

console# aaa
console(config-aaa)# passwords max-repeat 2
console(config-aaa)# passwords strength-check

11.13 passwords max-class-repeat

passwords max-class-repeat — KomaH/1a, TpeZiHa3HaueHHas /i1 HACTPOWKA MUHUMAJIbHO
JIOTTyCTUMOTO 3HaUeHHUsI KOJTM4YeCTBa TTOBTOPSIFOIMXCS TIOZIPSi/l K/TAaCCOB CUMBOJIOB B TIapoJie.
KomaHnjia ¢ mpep¥KCOM Nno CHUMaeT OrpaHHUYeHHe Ha KOIMYEeCTBO MOBTOPSIIOLUXCS K/1aCCOB
CYIMBOJIOB B T1apoJie.

CHuHTaKcuc

passwords max-class-repeat max-class-repeat-value
no passwords max-class-repeat

ITapameTpsbIl

- max-class-repeat-value — 3aiaeT MUHUMaJIbHO [IOMyCTUMOEe 3HaueHUe KOJInyeCcTBa
TOBTOPSIFOLLIUXCS TIOAPSIA KJIaCCOB CUMBOJIOB B TiapoJie. ([Juarna3oH: 1-16)

Konurypanus no ymo14aHHIO
OrpaHnueHye He 3a/jaHoO.
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Pexxum
Pe>xum koHpuryprpoBaHus AAA.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

[n1s1 BK/TIOUeHMsI TIPOBEPKU CJIOXKHOCTH TapoJisi He0OX0[UMO BOCIIO/Ib30BaThCsl KOMaH/I0M
passwords strength-check.

ITpumep

console# aaa
console(config-aaa)# passwords max-class-repeat 3
console(config-aaa)# passwords strength-check

11.14 passwords max-sequence

passwords max-sequence — KOMaH/Ia, MpejHa3HaueHHas /it HACTPOUKKU MaKCUMaJIbHO
JIOTTyCTUMOTO 3HaueHHUs1 KOJIM4YeCTBa Toc/ie/loBaTe/IbHbIX CUMBOJIOB B TlapoJie. KomaHzia ¢
npe()MKCOM NO CHUMAeT OrpaHUYeHHe Ha KOJIMUeCTBO MOC/Ie[0BaTe/IbHbIX CUMBOJIOB B Maporie.

CHuHTaKCcHucC

passwords max-sequence max-sequence-value
no passwords max-sequence

ITapameTpsl

- max-sequence-value — 3aJjaeT MUHUMaJ/IbHO IOMyCTUMOe 3HaueHre KO/IMuecTBa
roc/e/ioBaTeIbHBIX CUMBOJIOB B rapovie. ([Iuama3on: 1-16)

KoHurypanus no ymo/1uaH1IO
OrpaHuyeHue He 3aJjaHo.

Pexxum
Pe>xuM KoHurypupoBaHus AAA.

PYKOBOJZ[CTBO 0 UCI10/1Ib30BAHUIO

[51s1 BK/TIOUeHUsI TIPOBEPKU CJIOXKHOCTH TIapoyisi He0OX0[MMO BOCIIO/Ib30BaThCsI KOMaH/I0M
passwords strength-check.

ITIpumep

console# aaa
console(config-aaa)# passwords max-sequence 3
console(config-aaa)# passwords strength-check
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11.15 passwords min-class

passwords min-class — KomaH/1a, mpefiHa3HaueHHasi /7151 HACTPOMKU MUHUMAJIBHO [0y CTUMOTO
3HAUYeHUs KOJIMUEeCTBA pa3HbIX K/1aCCOB CUMBOJIOB B rapoJie. KomaHia ¢ mpe(MKCoOM no CHUMaeT
orpaHMYeHHe Ha KOJTMYEeCTBO Pa3HBIX KJIaCCOB CUMBOJIOB B TIapoJie.

CHuHTaKCcHuc

passwords min-class min-class-value
no passwords min-class

IIapameTpsbl

- min-class-value — 3ajaeT MUHUMAa/bHO [JOMyCTUMOE 3HaueHHe KOJIMUeCTBa pa3HbIX K/1acCoB
CHUMBOJIOB B rapovie. ([Iunarma3oH: 1-4)

KoH(urypanusi no ymoruaHuio
OrpaHnueHue He 3a/jaHoO.

Pexum
Pe>xum koHpuryprpoBanus AAA.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

7151 BK/IFOUeHUsI IPOBEPKU CJI0KHOCTH T1apoJisi He0OX0AUMO BOCIIOIb30BaThCs KOMaH/[0M
passwords strength-check.

IIpumep

console# aaa
console(config-aaa)# passwords min-class 4
console(config-aaa)# passwords strength-check

11.16 passwords reject-username

passwords reject-username — KoMaH/1a, rpeiHa3HaueHHast /151 BK/TFOUeHHUsI 3aripeTa Ha
WCII0/Ih30BaHKe B KaueCTBe TIapoJIst WK YaCTH MapoJisi UMeHU Toyib30Bartesisi. KomaHza c
npe()KCOM NO CHUMAaeT OrpaHUUeHHe Ha UCII0/Th30BaHKe B KaUeCTBe TIapo/isi UMeHH I10JTb30BaTeJIsl.

CHuHTaKcuc

passwords reject-username
no passwords reject-username

ITapameTpsbIl

KoH(urypanus no ymoruaHuio
OrpaHnueHuve He 3a/jaHoO.

Pexum
Pe>xum koHpuryprpoBanus AAA.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

[TpoBepka Ha COBIa/ieHHe C UMEHEeM I10/1b30BaTeIsi He YyBCTBUTE/IbHA K PETHUCTPY.
Jn1s1 BK/TIOUeHHsI TIPOBEPKU CJIOXKHOCTH TIaposisi He0OX0[MMO BOCIIO/Ib30BaThCsl KOMaH/I0M
passwords strength-check.

ITpumep

console# aaa
console(config-aaa)# passwords reject-username
console(config-aaa)# passwords strength-check

11.17 passwords expiration days

passwords expiration days — komaH/ja, mpefiHa3HaueHHasl [ijisi BK/TIoueHus1 GYHKLUU yCTapeBaHus
napoJisi. KomaHjia ¢ mperKCOM No OTK/I0UaeT AaHHYH0 (YHKIHIO.

CHuHTaKCcHucC

passwords expiration days number-of-days [prompt prompt-days]
no passwords expiration days

ITapameTpsnl

- number-of-days — 3a7jaeT KOJIMUECTBO JHEH, B TeUeHUH KOTOPBIX MapoJib OyeT AeMCTBUTE/IEH.
(Juanaszon: 1-365)

- prompt-days — 3a/jaeT KOJIMUeCTBO [JHEH /10 OKOHUaHUs CpPOKa JeliCTBUSI Maposisi, Korja cucTeMa
HauHeT BbI/laBaTh COOOIIIEHNEe O CKOPOM MCTEUeHUH 3TOTO CPOKa U TIpe/ijlaraTb CMEHUTD T1apOJib.

KoHurypanus no ymo/14aHHIO
OTK/TIOUeHO.

Pexum
Pe>xum koHpurypupoBanust AAA.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

Ecu ycTpoiicTBo OyieT riepe3arpykeHo, TO OTCUeT BPEMEHH CPOKa JIeHCTBUS Maposisi HauHeTCst
3aHOBO.

ITpumep

console# aaa
console(config-aaa)# passwords expiration days 30 prompt 2

11.18 aaa authentication login

aaa authentication login — KomaHzia, peHa3HaueHHast /151 3a/laHUS CIIMCKA METO/[0B
ayTeHTU(HKaLMY Nob3oBaTe/s. KomaHza ¢ npe(ukcom no Bo3BpalliaeT KOHQUryparuo 1o
YMOJTYaHHIO.
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CuHTaKCHuC
aaa authentication login method-list

ITapameTpsbl

- method-list — 3aJjaeT CIIMCOK MeTO/I0B, KOTOPbIe OyyT MCIT0/Ib30BATLCS MPH MPOLeype
ayTeHTU(UKALIUU T10/Ib30BaTe isl. BO3MOKHbIe METOABI:
* local — ucronb3yeT /1oKaIBHYIO 0a3y JaHHBIX M0/Ib30BaTe/ell KOMMYTATopa.
* radius — ucrone3yet criicok RADIUS-cepBepog.
* none — He UCIMO/b3yeT ayTeHTU(HKALIUIO.

KoH(urypanusi no yMmo/r4aHuio
st ayTeHTUUKALMY UCTIONB3YeTCs JIoKabHast 0a3a JaHHBIX.

Pexum
Pe>xum koHpuryprpoanus AAA.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO

AyTeHTH(MKaLMS OCYILeCTB/SeTCs C UCII0/Ib30BaHMEM MeTo/a, OTIpe/ie/IeHHbIM IepBbIM B CITHCKE.
[lono/THUTeTbHBINA METOZ, UCITO/b3YeTCsl, eC/IU TIPebIAYIINI MeTo | BepHy/ omnbKy. Harmpumep,
eCJ/Ii TiepBbIM MeTOZIOM yKa3aHa ayTeHTH(UMKalus 1 ucrnonb3oBanrueM RADIUS Cepsepa, a 0H B
JAHHBI MOMEHT He JIOCTYTIeH, TO ayTeHTU(UKaLys OyeT MPOXOAUTE C UCIIO/b30BaHUEM BTOPOTO
MeToza.

YToObI MCTI0/Ib30BaTh ayTeHTU(UKALIUIO TI0/Ib30BaTe/Is 110 potokony RADIUS, Heobxoaumo
koMaH/j01 radius-server host ykaszate RADIUS Cepgep.

ITpumep

console# aaa
console(config-aaa)# aaa authentication login radius local

11.19 show authentication methods

show authentication methods — komaH/1a, pefHa3HaueHHasi /1J1s1 0TOOpa)keHUs1 UHGOpMaLUY O
HACTPOEHHbBIX MeTOZaX ayTeHTU(UKAaLUH.

CHuHTaKCHC
show authentication methods

ITapameTpsnl

KoHdurypanus no ymo/ruaHuio

Pexxum
Bce.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# show authentication methods

11.20 aaa accounting login start-stop group radius

aaa accounting login start-stop group radius — KoMaH/ia, IpejHa3HaueHHas /1J1s1 BK/IIOUEeHHs
yueTa ceccuil yrpasieHusi. Komanzia ¢ npe¢ukcomM no Bo3BpaljaeT KOHGUrypaLuio o yMOIUaHHO.

CHuHTaKCHUC

aaa accounting login start-stop group radius
no aaa accounting login start-stop

ITapameTpsbIl

KoHdurypanus no ymoruaHuio

Pexxum
PexxuM koHUryprpoBaHusi AAA.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

YToObI BK/IFOUMTH aKKayHTHHT CeCCHIA yTipaB/ieHus], Heobxoaumo KomaH10i radius-server host
yka3atb RADIUS Cepgep.

ITpumep

console# aaa
console(config-aaa)# aaa accounting login start-stop group-radius

11.21 show accounting

show accounting — komaHia, MpejHa3HaueHHasi [yl 0TOOpaXKeHHUs1 MH(OPMAIK O HAaCTPOMKax
aKKayHTHHT.

CuHTaKCuC
show accounting

IIapameTpsbl

KoHdurypanus no ymoruaHuio
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# show accounting

11.22 radius

radius — koMaH/ja, Npe/jHa3HaYeHHas /1151 BXoZla B pexkuM KoH¢uryprpoBanuss RADIUS.

CHHTaKCHuC
radius

ITapameTpsnl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/1Ib30BAHUIO

ITpumep

console# radius
console(config-radius)#

11.23 radius-server host

radius-server host — Koman/1a, npefiHa3HaueHHas /151 yka3aHuss RADIUS Cepsepa. Komanza ¢
nipeukcoM no yganset ykasanHeiii RADIUS Cepsep.

CHuHTaKkcuc

radius-server host {hostname | ipv4-address} [auth-port port-number] [key key-string] [position
position-value]
no radius-server host {hostname | ipv4-address | position position-value}

IIapameTpsbl

- hostname — onpegenser umsi RADIUS Cepgepa. ([JauHa: 1-255 CHMBOJIOB)
- ipv4-address — onpenensiet Ipv4-agpec RADIUS Cepsepa.
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- port-number — 3agaetr Homep UDP-niopra RADIUS Cepgepa. ([Iuarna3oH: 0-65535 cMMBO/IOB)
- key-string — 3afaeT ktou KM(pPOBaHUS.
- position-value — 3azaeT nosunuio B crimcke RADIUS Cepgepos.

KoH¢urypanusi no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

IIpumep

console(config-radius)# radius-server host 192.168.1.2 auth-port 1097 key
dfrgc3

11.24 radius-server timeout

radius-server timeout — KoMaH/ia, pe/jHa3HaYeHHas /1JIs1 HACTPOMKYU UHTepBasa, B TeueHre
KOTOpOro ycTpoiicTBo X/eT otBeTa oT RADIUS CepBepa. KomaHga c npedurkcoM no Bo3Bpailiaet
KOH(UTypaLyo 10 YMOTUaHHIO.

CHuHTaKCcHuC

radius-server timeout timeout-value
no radius-server timeout

IIapameTpsbl

- timeout-value — 3agaet BpeMsi oxkuganus. (Juana3on: 1-30 cekyHn)

KoHurypanus no ymor4aHuio
5.

Pexxum
Pexxum KoHurypupoBanus RADIUS.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

IIpumep

console(config-radius)# radius-server timeout 10
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11.25 radius-server retransmit

radius-server retransmit — KoMaH/ja, npeiHa3HaueHHast Ji7isi KOHUTYPUPOBAHUSI KOJIMUeCTBa
TIOBTOPHBIX TOMNBITOK nogkaodeHrss K RADIUS Cepsepy. Komanza ¢ mpeukcoM no Bo3BpaijaeT
KOH(UTypaI[1io TI0 YMOTUaHHIO.

CHuHTaKCcHuc

radius-server retransmit number-of-retries
no radius-server retransmit

IIapameTpsbl

- number-of-retries — KomMuecTBO MOBTOPHBIX NOMBITOK [yt RADIUS Tpan3akimu. ([Juanason: 1-
15)

KoH(urypanusi no ymoruaHuio
2.

Pexum
Pe>xum koHurypuposanus RADIUS.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console(config-radius)# radius-server retransmit 5

11.26 show radius-servers

show radius-servers — komaH/ja, mpefiHa3HaueHHas Jj1s1 0ToOpakeHHst HacTpoek RADIUS
Cepsepos.

CHuHTaKcuc
show radius-servers

ITapameTpsnl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO
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ITpumep

console# show radius-servers

11.27 tacacs

tacacs — KoMaH/a, Iipe/jHa3HaueHHas /il BXxozia B pe;kuM KoHpurypupoBanusi TACACS+.

CHuHTaKCHUC
tacacs

ITapameTpsbIl

KoH(urypanusi no ymo/1uaHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCIT0/Ib30BAHHUIO

ITpumep

console# tacacs
console(config-tacacs)#

11.28 tacacs-server host

tacacs-server host — KomaH/ia, npegHa3HaueHHas A1 yka3aHusi TACACS+ Cepepa. KomaHa ¢
npecrikcoM no yzaansieT ykasaHHbiii TACACS+ Cepsep.

CHuHTaKCcuc

tacacs-server host {hostname | ipv4-address} [port port-number] [key key-string] [position
position-value]
no tacacs-server host {hostname | ipv4-address | position position-value}

ITapameTpsnl

- hostname — ornipezensier umss TACACS+ Cepgepa. ([ivHa: 1-255 cuMB0JIOB)

- ipv4-address — omipefiensiet Ipv4-anpec TACACS+ Cepgepa.

- port-number — 3anaet Homep TCP-nopra TACACS+ Cepgepa. (/Inamna3oH: 0-65535 cIMBOJIOB)
- key-string — 3ajiaeT K/1t04 LIM(PPOBAHUSI.

- position-value — 3ajaeT no3uiuio B cnucke TACACS+ CepBepoB.

KoH¢urypanus no ymoruaHuio
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console(config-tacacs)# tacacs-server host 192.168.1.2 port 1097 key
dfrgc3

11.29 tacacs-server timeout

tacacs-server timeout — KoMaH/ia, pe/iHa3HaueHHast /i1 HACTPOMKW WHTepBasa, B TeueHue
KoToporo ycTpoiicTBo xeT orBeta oT TACACS+ CepBepa. KomaHga c ripedrkcoMm no Bo3Bpaiiiaet
KOH(UTypaL1io N0 YMOTYaHHIO.

CHuHTaKCcHucC

tacacs-server timeout timeout-value
no tacacs-server timeout

ITapameTpsnl

- timeout-value — 3apaet Bpems oxkuzsianusi orBeta oT TACACS+ Cepsepa. ([uara3oH: 1-42
CeKyH[1)

KoH¢urypanus no ymoruaHuio
S.

Pexum
Pexxum koHurypupoBanuss TACACS+.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console(config-tacacs)# tacacs-server timeout 10

11.30 show tacacs-servers

show tacacs-servers — koMaH/1a, MpefHa3HaueHHast /11 oToOpakeHust HacTpoek TACACS+
CepBepos.

CHHTaKCHuC
show tacacs-servers
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ITapameTpsbl

KoHdurypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# show tacacs-servers

11.31 crypto

Crypto — KomaH/a, Tipe/iHa3HaueHHasi Jjisi BX0/la B peXXUM KoHGUrypupoBaHus SSH kiroueid.

CHuHTaKCHUC
crypto

ITapameTpsnIl

KoHurypanus no ymor4aHuio

Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# crypto
console(config-crypto)#

11.32 crypto key import

crypto key import — KomaH/ia, npeZiHa3HaueHHasi /711 UMIopTa napbl SSH kitouei.

CuHTaKCHuC
crypto key import {rsa | ec}
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ITapameTpsbl

- rsa — ompe/ie/isieT TUM UMIIOPTHPYyeMoi mapbl Kitoueit SSH kak RSA.
- ec — onpeZiesigeT TUI UMNOPTHpPYyeMoi naps! Katouerd SSH kak ECDSA.

Kouurypanus no ymo/r4aHuio

Pexxum

Pe>xum koHpurypupoBanusi SSH kitoueii.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO

ITpumep

console# crypto key import rsa

11.33 crypto key generate

crypto key generate — KomaH/ja, pefiHa3HaueHHasl [ijisi reHepaluu napbl SSH Kktouei.

CuHTaKCHuC
crypto key generate {rsa | ec}

ITapameTpsnl

- rsa — ompejie/isieT alrTOPUTM reHepaliuM napbl Karodet SSH kak RSA.
- ec — onpejie/sieT arOpUT™M reHepariuu napsl Karodert SSH kak ECDSA.

KoHurypanus no ymor4aHuio

Pexxum

Pe>xum koHpurypupoBanusi SSH kitoueii.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep
console# crypto key generate rsa

11.34 show crypto key

show crypto key — komaH/1a, mpefHa3HaueHHas1 /1J1s1 OTOOpaykeHUst UH(MOpMaLU 00
vcrionb3yeMbix SSH kirouax.
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CuHTaKCHuC
show crypto key [rsa | ec]

ITapameTpsbl

- rsa — oToOpaxkaeT MH(MOPMALHIO TOBKO 00 RSA Kirouax.
- ec — oTtobpaxkaeT uHpopmario ToapKo 0 ECDSA kitouax.

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

IIpumep

console# show crypto key

11.35 crypto key pubkey-chain ssh user

crypto key pubkey-chain ssh user — komaH/a, nipeiHa3HaueHHasi Jjisi BXOZa B PEXKUM
KoHuryprupoBaHusi SSH kitoueli 3a/1aHHOTO T10/1b30BaTe/Isl.

CuHTaKCuC
crypto key pubkey-chain ssh user user-name

ITapameTpsl
- user-name — yKa3sbIBaeT UM JIOKA/IbHOTO I10/1b30BaTe/Isl.

KoH(urypanus no ymoruaHuio

Pexxum

Pe>xum koHpurypupoBanusi SSH kitoueii.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

IIpumep

console# crypto
console(config-crypto)# crypto key pubkey-chain ssh user admin
console(config-pubkey-ssh-admin)#
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11.36 user-key

user-key — komaH/1a, pe/iHa3HaueHHasi /151 KOHPUTYPUPOBaHHs OTKPbIThIX SSH Kitoueid,
VCTI0JIb3yeMBbIX /IJ1s1 ayTeHTU(DHKALMK 3a/]JaHHOT'0 [10/1b30BaTeIsl.

CuHTaKCHuC
user-key user-key-name

IIapameTpsbl
- user-key-name — omnpeziessieT UM jisi UMITOPTUPYEMOTO KTIOUa.

KoHurypanus no ymor4aHuio

Pexxum
PexxuMm KoHQurypupoBanus SSH Kkitoueil rosib3oBarerisi.

PyKOBOﬂCTBO 10 UCIT0/Ib30BAHHUIO

IIpumep

console# crypto
console(config-crypto)# crypto key pubkey-chain ssh user admin
console(config-pubkey-ssh-admin)# user-key New

11.37 show crypto key pubkey-chain ssh user

show crypto key pubkey-chain ssh user — komaHzia, mpesiHa3HaueHHast /it 0TOOpaXKeHHsT
uHpopmaruu 06 OTKpEITEIX SSH KiTtouax 3aiaHHOTO T0/Tb30BaTeJIsl.

CuHTaKCuC
show crypto key pubkey-chain ssh user user-name

ITapameTpsbIl
= user-name — yKa3bIBd€T MMs JIOKaJIbHOI'O IOJ/Ib30BaTe IA.

KoH(urypanus no ymo/ruaHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCI10/Ib30BAHUIO
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ITpumep

console# show crypto key pubkey-chain ssh user admin
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12 KomaHObel IGMP Snooping

12.1 ip igmp snooping

ip igmp snooping — komaH/a, npeiHa3HaYeHHas JJ1 BKIoueHus: pyHkuyuyd IGMP Snooping
rnobansHO. KoMaH/ja ¢ mperKCcoM no OTK/IoUaeT QYHKIHIO.

CuHTaKCuc
ip igmp snooping
no ip igmp snooping

ITapameTpsl

KoHurypanus no ymo14aH1I0
OTK/TIOUeHO.

Pexxum

Pe>xum koHpurypupoBanus IP.

PYKOBOJZ[CTBO 0 UCI10/Ib30BAHHUIO

®dyHK1MS 1103BOJIsIeT peructpupoBath Mulicast Tpaduk. [1pu ncnonb3oBanuu GyHkimu IGMP
Snooping Heo6XoUMO BK/TFOUaTh (DH/IBTPALIMI0 He3aperecTprpoBaHHOro Multicast Tpaduka Ha
abOHEHTCKUX TTOpTax.

IIpumep

console(config)# ip
console(config-ip)# ip igmp snooping

12.2  ip igmp snooping vlan

ip igmp snooping vlan — komaH/ja, npeAHa3HaueHHasi /151 BKatoueHus: hyHkiuu IGMP Snooping
B onpesieneHHOM VLAN. KomaHza ¢ npeukcom no oTK/ItoYaeT PyHKIHIO B oripesiesieHHOM VLAN.

CuHTaKCHuC
ip igmp snooping vlan vian-list
no ip igmp snooping vlan vian-list

ITapameTpsnl
- vlan-list — onpepensiet ciucok VLAN. ([uana3zon: 1-4094)
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KoH¢urypanusa no ymo14aHHIO
OTK/IIOUeHO.

Pexxum

Pe>xum koHpurypupoBanus IP.

PYKOBOACTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console(config)# ip
console(config-ip)# ip igmp snooping vlan 1

12.3 bridge multicast unregistered

bridge multicast unregistered — xKoman/ia, mpeZjHa3HaueHHasi /1/1s1 OTIpe/ie/ieHUs] peXXrUMa
o6paboTku He3aperecTpupoBaHHoro Multicast Tpaduka. KomaHza ¢ npeukcomM no Bo3Bpaijaet
KOH(UTypaLyio 10 YMO/TUYaHHIO.

CHHTaKCHuC

bridge multicast unregistered [filtering | forwarding]
no bridge multicast unregistered

ITapameTpsbIl

- filtering — 3azaet pexxum ¢unbTpaLM He3aperecTpupoBaHHoro Multicast Tpaduka.
- forwarding — 3asjaeT pe>xuM Iepechbl/IKM HeaperecTpupoBaHHoro Multicast Tpaduka.

KoH(urypanus no ymo/ruaHuio
HesaperectpupoBanHsblii Multicast Tpacvk nepeceiiaeTcs.

Pexxum
Pe>xvM KOH(UTypupoBaHUsl UHTepdelica.

PYKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

[aHHyto QyHKIMI0 HeoOX0AMMO BK/II0UaTh Npy vcrnonb3oBaHuu IGMP Snooping Ha aBoHeHTCKUX
TopTax, K KOTOpbIM He noAk/atoueH Multicast Router.

ITpumep

console(config)# ip

console(config-ip)# ip igmp snooping

console(config-ip)# ip igmp snooping vlan 1
console(config-ip)# interface fel-8

console(config-if-fel)# bridge multicast unregistered filtering
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12.4 show bridge multicast unregistered

show bridge multicast unregistered — komaH/ja, TipejHa3HAYEHHAas [I/Is1 OTOOPaYKEHHUST
HHGbOpMaI[MK 0 HaCTPOEHHBIX peXXMMax 00paboTKH He3aperecTprupoBaHHOTo Multicast Tpaduka Ha
uHTepdeiicax.

CuHTaKCuc
show bridge multicast unregistered

ITapameTpsbl

KoH(urypanusi no ymo/ruaHuio

Pexxum
Bce.

PyKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

ITpumep

console# show bridge multicast unregistered
12.5 ip igmp snooping querier

ip igmp snooping querier — kKoMaH/a, IIpe/jHa3HauUeHHas /1/is1 BK/IFOUeHHs HA KOMMYTarope
ornpaBku naketoB IGMP General Query. KomaHzia ¢ npe¢uKcoM no oTK/IouaeT OTIIPAaBKY MaKeTOB
IGMP General Query.

CuHTaKCHuC
ip igmp snooping querier
no ip igmp snooping querier

ITapameTpsnl

KoHurypanus no ymo/1uaHHIO
OTK/TIOUeHO.

Pexxum
Pe>xuM KoHurypupoBaHus IP.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

[Mocne BKIIOUEHUS JAaHHOW QyHKIMK KoMMyTatop Oyzet otripaeste IGMP General Query c IP
azpeca 0.0.0.0. /JTaHHbIe TTAaKeTHl He YYaBCTBYIOT B BeiOOpax orpocurka U HE JOJDKHBI
TPaKTOBaThCs IPYTMMH CeTeBbIMU YCTPOKMCTBaMHU, Kak 3aripochl oTrpas/eHHble ¢ Multicast Router.
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OTH 3arpoChl UCTIOMb3YIOTCS TOJBKO /17151 OBICTPOTr0 BOCCTAHOB/IEHUSI MHOTOA/IpeCHOTO BeIllaHUs
TpU NIepeCTPOEHUM TOTIOIOTUM, Haripumep, B RSTP.

IIpumep

console(config-ip)# ip igmp snooping querier
12.6 ip igmp snooping query-interval

ip igmp snooping query-interval — komaH/ia, IpeiHa3HaueHHasl [/11 HACTPOMKH TaiiMepa
QUERY_INTERVAL npotokosia IGMP. KomaHja ¢ npeprkcom no Bo3BpaijaeT KOHQUTypaLuio 1o
YMOJTYaHHIO.

CHHTaKCcHuC

ip igmp snooping query-interval query-interval-value
no ip igmp snooping query-interval

ITapameTpsbIl

- query-interval-value — oripefie/isieT 3HaUeHUe UHTepBasia BpeMeHU MeK/y OTIPaBKOM MaKeTOB
IGMP General Query B ceKyHAaX.

KoH(urypanus no ymoruaHuio
125.

Pexxum
Pe>xuM KoHurypupoBaHus IP.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console(config-ip)# ip igmp snooping query-interval 30
12.7 ip igmp snooping query-max-response-time

ip igmp snooping query-max-response-time — KomaH/ja, lpeZiHa3HaYeHHas [/l HACTPOUKHU
taiimepa QUERY_MAX_RESPONSE_TIME npotokona IGMP. Komanza ¢ npedukcom no
BO3BpaljaeT KOH(PUIypaLUIo 10 YMOTYaHHUIO.

CuHTakcuc
ip igmp snooping query-max-response-time max-response-time-value
no ip igmp snooping query-max-response-time
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ITapameTpsbl

- max-response-time-value — onpe/essieT 3Ha4yeHe UHTepBajla BpeMeHU B CeKYH/,aX MeXy
3alIpOCOM M OTBETOM, KOTOpOe T0C/Ie TepecyeTa BcTasisieTcs B nosie Max Response Code
3anpocoB IGMP Query.

KoH¢urypanus no ymoruaHuio
10.

Pexxum
Pe>xuM KoHurypupoBaHus IP.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

Inst BrmoueHust pabotel IGMP Querier He06X0[UMO BOCTIO/Ib30BaThCsI KOMaH/I0M ip igmp
snooping querier.

IIpumep

console(config-ip)# ip igmp shooping query-max-response-time 15
12.8 ip igmp snooping robustness

ip igmp snooping robustness — KomaH/ia, TipeZiHa3HaueHHas /i1 HACTPOMKU rapameTpa
ROBUSTNESS_VARIABLE npotokosia IGMP. Komanjia ¢ mpedrKcoM no Bo3BpalijaeT
KOH(UTypaLyio 10 YMO/TUaHHIO.

CHuHTaKCcHuc

ip igmp snooping robustness robustness-value
no ip igmp snooping robustness

ITapameTpsbIl
- robustness-value — oripeiesisieT 0)KUAeMyt0 TIOTePO MakeToB B ceTu. ([Iuarna3oH: 1-7)

KoHurypanus no ymo4aHuio
2.

Pexxum

Pe>xum koHpurypupoBanus IP.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console(config-ip)# ip igmp snooping robustness 3
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12.9 ip igmp snooping last-member-query-interval

ip igmp snooping last-member-query-interval — KomaH/ia, mpefiHa3HaueHHasi /1711 HACTPOUKHU
taiimepa LAST_MEMBER_QUERY_INTERVAL npotokosia IGMP. KomaHja ¢ npedrkcom no
BO3BpalljaeT KOHPUTypaLHio 10 YMOTYaHHUIO.

CHuHTaKCcHuc

ip igmp snooping last-member-query-interval last-member-query-interval-value
no ip igmp snooping last-member-query-interval

IIapameTpsbl

- last-member-query-interval-value — oripefiesisieT 3HaueHue Talimepa
LAST_MEMBER_QUERY_INTERVAL niporokona IGMP B cekyHzax.

KoH(urypanusi no ymoruaHuio
1.

Pexum
Pe>xum koHpurypuposanus [P.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console(config-ip)# ip igmp snhooping last-member-query-interval 2
12.10 show ip igmp snooping

show ip igmp snooping — komaH[ja, ripejHa3HaYeHHas [i71s1 0TOOpakeHUst HHGOPMALIUU O
HacTporikax ¢pyHkuimu IGMP Snooping.

CuHTaKCuC
show ip igmp snooping

ITapameTpsnl

KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO
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ITpumep

console# show ip igmp snooping
12.11 ip igmp snooping static

ip igmp snooping static — komaH/a, NpeiHa3HaYeHHas [/1s1 CO3[,aHUsI CTaTUUeCKOM 3alMCcH B
tabnuie IGMP Snooping. Komanza ¢ mpedrkcoM no yzanseT 3arch.

CHuHTaKcuc

ip igmp snooping static vlan vian-id group ip-address interface interface-list
no ip igmp snooping vlan vian-id

ITapameTpsbl

- vlan-id — onpepensier VLAN ID. ([Juana3oH: 1-4094)
- ip-address — ornipezienisiet IP afipec rpymiibI.
- interface-list — yKa3bIBaeT ClIMCOK UHTeP(eicoB.

KoHurypanus no ymo/ruaHHIO
3anucy He CO3JaHbI.

Pexxum
PexxuM koHuUryprpoBanusi IP.

PYKOBOJICTBO 0 UCIT10/Ib30BAHHUIO

ITpumep

console(config-ip)# ip igmp snooping static vlan 2 group 239.0.0.1
interface fel-3

12.12 show ip igmp snooping groups

show ip igmp snooping groups — KomaH/ia, ipeiHa3HaueHHast jisi 0ToOpaXkeHHs1 MHPOPMALU O
CO3/IaHHBIX CTaTHUECKUX U AMHAMHUUeCKUX 3arucsax Tabmuil IGMP Snooping.

CuHTaKCuC
show ip igmp snooping groups [vlan vian-list]

ITapameTpsnl
- vlan-list — onpepensiet ciucok VLAN. ([duana3zon: 1-4094)

KoH(urypanusi no ymo/ruaHuio
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# show ip igmp snooping groups vlan 5
12.13 clear ip igmp snooping groups

clear ip igmp snooping groups — KomaH/ia, IpeAHa3HayeHHas A1l OUMCTKA Tabmunb IGMP
Snooping OT AMHaAMUUeCKU CO3[aHHbIX 3aIlUCSX.

CuHTaKCuC
clear ip igmp snooping groups [vlan vian-id] [group ip-address]

ITapameTpsbIl

- vlan-id — onpepensier VLAN ID. ([Juana3on: 1-4094)
- ip-address — onpepensieT IP afipec TpymrbI.

KoH(urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOACTBO 110 UCIT10/1Ib30BAHUIO

ITpumep

console# clear ip igmp snooping groups vlan 5

12.14 ip igmp snooping mrouter interface

ip igmp snooping mrouter interface — komaHza, peiHa3HaueHHast /jisi CTAaTHUeCKOTO
orpeZiesieHUs NOPTa, K KOTopoMy TnozxatoueH Multicast Router. KomaHnza ¢ npeukcom no yzanset
JJAHHYIO HaCTPOWKY.

CHuHTaKCHUC

ip igmp snooping mrouter interface interface-list
no ip igmp snooping mrouter interface interface-list

ITapameTpsnl
- interface-list — yKa3bIBaeT CTIMCOK UHTeP(eiicoB.
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KoH¢urypanus no ymoruaHuio

MROUTER nopTsl oripefesisitoTCs AUHAMUYeCKU U CTaTUYECKH He OTpe/ie/ieHbl.

Pexxum

Pe>xum koHpurypupoBanus IP.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console(config-ip)# ip igmp snooping mrouter interface gel-2

12.15 ip igmp snooping mrouter learn

ip igmp snooping mrouter — KomaH/ia, IpefiHa3HaueHHas /151 BKIFOUeHUs (PyHKLIUN
JMHaMUYeCKOTo OIlpe/ie/ieHus IOPTOB, K KOTOpbIM nogxmoueH Multicast Router. Komanga c
npe¥KCcOM No BO3BpalljaeT KOH(MUTYypaL1Io 10 YMOTUaHHIO.

CHuHTaKCHUC

ip igmp snooping mrouter learn
no ip igmp snooping mrouter learn

ITapameTpsbIl

KoHdurypanus no ymo14aH1I0
BxmtoueHo.

Pexxum

Pe>xum koHpurypupoBanus IP.

PYKOBOACTBO 10 UCIT10/1Ib30BAHUIO

IIpumep

console(config-ip)# ip igmp snhooping mrouter learn

12.16 ip igmp snooping mrouter forbidden

ip igmp snooping mrouter forbidden — komanzia, npeiHa3HaueHHas /Jis1 yKa3aHusi [IOPTOB,
KoTOpbIM 3arpelrieHo ctaHoBUTCsI MROUTER nopramu (1opThI K KOTOPBIM NoAKIoueH Multicast
Router). Komanga c npedurkcoM no yzaasnsieT JaHHYH HaCTPOMKY.

CuHTakcuc
ip igmp snooping mrouter forbidden interface-list
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no ip igmp snooping mrouter forbidden interface-list

ITapameTpsbl
- interface-list — yKa3bIBaeT CITUCOK MHTepP(deliCoB.

KoH(urypanusi no ymoruaHuio
Bcem nopram pasperiero craHoButcs MROUTER nopramu.

Pexum
Pe>xum koHpurypuposanus IP.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

Ecnu nopty 3anpeiero craHoButcsi MROUTER noptom, To Ha HaCTpoiiKa KOMaH/bl ip igmp
snooping mrouter interface He gelicTByer.

IIpumep

console(config-ip)# ip igmp snooping mrouter forbidden gel-4,ge8

12.17 show ip igmp snooping mrouter

show ip igmp snooping mrouter — KomaH/ja, TIpeJHa3HAYeHHAas [71s1 OTOOpayKeHUst UHPOPMAIUH O
JAHaMUyeCKy Uiy cratnueckd HactpoeHHbIXx MROUTER noprax.

CuHTaKCcuc
show ip igmp snooping mrouter

ITapameTpsl

KoHnurypanus no ymor4aHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO

IIpumep

console# show ip igmp snooping mrouter
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13 KomaH#Oowe! BGP

13.1 router bgp

router bgp — xomaH/ia, rpeZiHa3HaueHHas /151 BK/ItoueHust paboTs! rpotokosa BGP v Bxozia B
pexxuM ero KoHpurypuposanus. Komanza c nmpeukcom no otkarodaet pabory nporokona BGP.

CHHTaKCHUC

router bgp as-id
no router bgp as-id

ITapameTpsl
- as-id — oripefiesisieT HOMep aBTOHOMHO# cucteMsl. ([Iuarna3on: 0-65535)

KoHurypanus no ymo14aH1I0
OTK/TIOUeHO.

Pexum
OOIIMiA peXXKUM.

PYKOBOJZ[CTBO 0 UCI10/Ib30BAHHUIO

IIpumep

console# router bgp 64512
console(config-router-bgp)#

13.2 bgp router-id

bgp router-id — xomaHnga, npegHa3HaueHHas f/1s1 HacTpoiku BGP Router ID ycTpoiicTBa.
KomaHzia c peykcom no Bo3BpalliaeT KOHGUTypaLyio 110 YMOTYaHUIO.

CHuHTaKcuc

bgp router-id ipv4-address
no bgp router-id

ITapameTpsnl
- ipv4-address — onpenensier BGP Router ID yctpoiicTBa B hopmare IPv4-agpeca.

KoH(urypanus no ymoruaHuio
BGP Router ID onpejenseTcs aBToMaTuyeCKU.
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Pexxum
Pe>xum koHpurypupoanusi BGP.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# router bgp 64512
console(config-router-bgp)# bgp router-id 172.16.255.80

13.3 network

network — KomaH/ia, ripe/jHa3HaueHHast /715 OTIpeZie/ieHusi ceTeld, KoTopble OyZyT aHOHCUPOBAThCS
npotokosioMm BGP. Komanza ¢ npedukcom no yzanseT yka3aHHbIe CETH.

CHHTaKCHUC

network {ipv4-address/prefix | ipv4-address mask ipv4-mask}
no network ipv4-address/prefix

ITapameTpsbl

- ipv4-address — 3apaet IPv4-agpec nmojceTu.
- ipv4-mask — 3a/iaeT MacKy MoJceTH.
- prefix — TipedMKC MaCcKH TO/ICETH.

Kondurypanus no ymo14aHHIO
He omnpegenensl.

Pexxum
PexxuMm KoHpUrypuposanus BGP.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console# router bgp 64512
console(config-router-bgp)# network 172.16.2.128 mask 255.255.255.252
console(config-router-bgp)# no network 172.16.2.128/30

13.4 timers bgp

timers bgp — KomaHza, TpefiHa3HaueHHas 11 HACTPOKMKU BpeMeHHbIX nHTepBanoB KEEPALIVE
v HOLDTIME. KomaHga ¢ npeukcom no Bo3BpalljaeT KOH(UTypaLUio 10 yMOTYaHUIO.
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CuHTaKCHC

timers bgp keepalive-time hold-time
no timers bgp

IIapameTpsbl

- keepalive-time — oripefienisieT UHTEpPBaI MeX 1y OoTIipaBkou coobujennii KEEPALIVE.
(duamnaszon: 0-21845 cekyHn)

- hold-time — omnpenensiet Bpemst oxkuganuss KEEPALIVE-coo6iiieHus oT cocefia, 1Mo UCTEUEHHIO
KOTOpOTO, eC/T COo0ITieHHe He OBITI0 TIPUHATO, COeIUHEHHE C COCeZioM COpachIBaeTCsl.
(duamna3zoH: 0 | 3-65535 cekyH[)

KoH¢urypanus no ymoruaHuio

- keepalive-time — 30
- hold-time — 90

Pexum
Pe>xum koHpurypupoanusi BGP.

PYKOBO,[[CTBO 10 UCIT10/Ib30BAHHUIO

715 mprMeHeHus1 HACTPOeK HeoOX0UMO Tiepe3artyCTUTh MpoLieypy ycraHoBaeHus BGP-
cocenctBa KoMaHaamu shutdown 1 no shutdown.

IIpumep

console# router bgp 64512
console(config-router-bgp)# timers bgp 60 180
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# shutdown
console(config-neighbor-172.67.12.18)# no shutdown

13.5 neighbor

neighbor — komaH/ia, npeiHa3HaueHHas A4 3a4aHus [Pv4-anpeca BGP-cocesia v Bxoja B pexkum
ero koHuryprpoBanus. Komasga c npedukcom no yaanset IPv4-anpeca BGP-cocega.

CHuHTaKCHUC

neighbor ipv4-address
no neighbor ipv4-address

ITapameTpsbIl
- ipv4-address — 3apaet [Pv4-anpec BGP-cocena.

KoHdurypanus no ymo/14aH1I0
OTKJIIOYeHO.

Pexxum
PexxuMm koHuryprpoBanusi BGP.
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PYKOBOJICTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18

13.6 advertisement-interval

advertisement-interval — KomaH/ia, ipejHa3HaueHHasi /i1 HACTPOMKHM MUHUMAJ/IbHOTO UHTEpBasia
MeXxay otripaBkoit coobiieHnii BGP UPDATE ogHoro u Toro ke Mapiipyta. Komasga c
ripeuKCOM no Bo3BpalljaeT KOHPUTYPALIUIO 110 YMOTYaHUIO.

CuHTaKcuc

advertisement-interval advertisement-interval-value
no advertisement-interval

ITapameTpsbl

- advertisement-interval-value — 3ajaeT MUHUMaJ/IbHBIN MHTEPBa/l MeX/Iy OTIIPAaBKOM COOOIIeHU
BGP UPDATE. (Juamna3on: 0-600 cekyH)

KoHurypanus no ymo4aHuio
0.

Pexxum
Pe>xum koHpurypupoanuss BGP-cocepa.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

3HaueHue (0 03HayaeT, UTO OrPAaHUYEHUI Ha UHTEPBAJl MEXXy OTIpaBKoi coobirennii BGP
UPDATE Her.

ITpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# advertisement-interval 20

13.7 description (BGP)

description — KomaH/1a, mpefiHa3HaueHHasi /17151 HacTpoiku onucanusi BGP-cocena. Komanza c
niperKCOM No Bo3BpalljaeT KOHGUTYPALIUIO 110 YMOTYaHUIO.

CHuHTaKcuc

description description-value
no description
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ITapameTpsbl
- description-value — 3apaet onvcanve BGP-cocefia.

KoHurypanus no ymo/1uaHHIO
He 3agaHo.

Pexxum
PexxuMm KoHdurypupoBanust BGP-cocega.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

ITpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# description p1-AS64515

13.8 remote-as

remote-as — KoOMaH/ja, peJjHa3HaueHHasi A5 HacTporku AS-ID BGP-cocena. Komanga ¢
nipedukcom no ygansetr AS-ID BGP-cocepa.

CuHTaKcuc

remote-as as-id
no remote-as

ITapameTpsbl
- as-id — 3ajjaeT HoMep aBTOHOMHO# cuctembl BGP-cocepa. ([Juamna3on: 0-65535)

Konurypanus no ymo/ruaHHIO
He 3agaHo.

Pexxum
Pe>xum koHpurypupoanuss BGP-cocepa.

PyKOBOJICTBO Mo UCI10/1Ib30BAHUIO

ITpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# remote-as AS64515
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13.9 shutdown (BGP)

shutdown — komaH/ja, ripejHa3HaYeHHAas [I/Is1 aIMUHHACTPAaTUBHOTO BLIK/TFOUEHHsT pPabOThI
nipotokosia BGP asist oripesienienHoro BGP-cocesia. Komanza ¢ mpedukcom no BK/rouaeT paboTy
niporokosn BGP asis1 3aganHoro BGP-cocena.

CHuHTaKCcHuc

shutdown
no shutdown

IIapameTpsbl

KoH(urypanusi o yMmo/14aHuio
Pabora npoTtokosia BGP BkitoueHa.

Pexxum
Pexxum kKoHurypupoBanus BGP-cocega.

PyKoB0/CTBO 110 UCII0/Ib30BAHUIO
[Tpu BBITIONTHEHME aHHOW KOMaH/ bl coeaiHeHne ¢ BGP-cocenom copackiBaeTcs.

IIpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# shutdown

13.10 soft-reconfiguration

soft-reconfiguration — KomaHzia, ipeiHa3HaueHHAsI /11 BKJTFOUEHHSI COXpaHeHUs TTO/TyYeHHBIX OT
cocezia MapIIPyTOB B OT/e/IbHOM obsacTu lamMsiTi. KomaHzia ¢ mpedrKCoM No BLIK/TIOYAeT
COXpaHeHHe MapIIPyTOB.

CHuHTaKcuc

soft-reconfiguration
no soft-reconfiguration

ITapameTpsbIl

KoH¢urypanus no ymo/ruaHHIO
BrikroueHo.

Pexxum
Pe>xum koHpurypupoanuss BGP-cocepa.
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PYKOBOJZ[CTBO M0 UCIT10/1Ib30BAHHUIO

ITpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# soft-reconfiguration

13.11 timers

timers — KoMaH/la, pe/iHa3HaueHHasi /11 HaCTPoiiKu BpeMeHHbIX HTepBasio KEEPALIVE u
HOLDTIME pyis BGP-cocena. KomaHga ¢ npedrkcom no Bo3BpailjaeT KOH(PUTyparuio 1o
YMOJIYaHUIO.

CHHTaKCHUC

timers keepalive-time hold-time
no timers

ITapameTpsl

- keepalive-time — oripefenisieT UHTEpBan MeX 1y oTripaBkoi coobujennii KEEPALIVE.
(duartazoHn: 0-21845 cekyHp)

- hold-time — omnpenensiet Bpemst oxkuganuss KEEPALIVE-coobiieHust oT cocefia, 1Mo UCTEUEHHIO
KOTOpOTO, eC/Ti Coo0ITieHre He ObITI0 TIPUHATO, COeIMHEHHE C COCeZioM COpachIBaeTCsl.
(duamnazoH: 0 | 3-65535 cekyH[)

KoHurypanus no ymo/14aHHIO
He ompepneneHsl.

Pexum
Pe>xum koHpurypupoanusi BGP-cocefa.

PYKOBOACTBO 10 UCI10/Ib30BAHHUIO

Ecnu napamerpsl KEEPALIVE u HOLDTIME He onpenesniens ginst BGP-cocena, To X 3HaUeHUs
oTpeie/IsIFOTCsl KoMaHAol timers bgp.

715 nprMeHeHus1 HACTPOeK HeobOXoMMO Tiepe3arnyCTUTh MpoLefypy ycraHoBaeHuss BGP-

cocencta KoMaHaamu shutdown 1 no shutdown.

ITpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# timers 60 180
console(config-neighbor-172.67.12.18)# shutdown
console(config-neighbor-172.67.12.18)# no shutdown
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13.12 timers connect

timers connect — KOMaH/ja, npefiHa3HaueHHasl [/is1 HACTPOWKU BPeMeHH TeperoIK/IoueHust K
BGP-cocepny, ube coeguHenne TCP He yzanoch yctaHoBUTh. KoMaHza ¢ ipeuKcoM no
BO3BpalllaeT KOH(MUTYpaI|Io TI0 YMOTUaHUIO.

CHuHTaKCcHuc

timers connect retry-interval
no timers connect

IIapameTpsbl

- retry-interval — onpeziensieT HoMep aBTOHOMHOM cucTeMbl. ([uamna3oH: 1-65535 cekyH/)

KoHurypanus no ymor4aHuo
120.

Pexxum
Pexxum kKoHurypupoBanus BGP-cocega.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

IIpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# timers connect 100

13.13 weight

weight — KomaH/ja, mpeAHa3HaueHHas [i/1s1 HACTPOWKM Beca MapLIPyTOB MoayueHHbIX 0T BGP-
cocezna. Komanga c npedrkcoM no Bo3BpailjaeT KOHGQUTYPaLMIO TI0 YMOTUYaHUIO.

CHHTaKCHUC

weight weight-value
no weight

ITapameTpsbl
- weight-value — oripepesnsier Bec MapipyToB. ([Iuamna3oHn: 0-65535)

KoH(urypanus no ymoruaHuio
0.

Pexxum
Pexxum kKoHurypupoBanus BGP-cocega.

PyKoBOACTBO 110 MCII0/Ib30BAHUIO
Cob6cTBeHHBbIe MapILIPYTHI UMEIOT Bec 32768.
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BosnbilieMy Becy COOTBETCTBYeT OO/IbILINI PUOPUTET.

ITpumep

console# router bgp 64512
console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# weight 500

13.14 prefix-list

prefix-list — komaH/ia, TipefHa3HaUeHHas [jist IPUMeHeHHsl CITMCKOB (PUIbTpAliii Ha OCHOBAaHUU
IPv4 npedukcoB K BGP-coceny. KomaHzia ¢ nmpeukcoM no oTMeHsieT IipuMeHeHre yKa3aHHOT0
crivicka K BGP-cocepny.

CHuHTaKCcHucC

prefix-list name [in | out]
no prefix-list

ITapameTpsl

- name — ormipefie/isieT UHTepBaa Mexy otrpaBkoit coobmmennii KEEPALIVE. ([Juamna3zon: 0-
21845 cekyH[)

- in — onpegesnsier Bpemsi okupanuss KEEPALIVE-coobiienus oT cocefia, o NCTeYeHHIO
KOTOpOTO, eC/Ti Coo0ITieHre He ObITI0 TIPUHATO, COeIMHEHHE C COCeZioM COpachIBaeTCsl.
(duamnazoH: 0 | 3-65535 cekyH[)

- out — omnpegzessiet BpeMs oxxkuganuss KEEPALIVE-coo6ienus ot coceia, 110 UCTEUEHHTO
KOTOPOTO, ec/i coo0IjeHre He ObII0 IPUHSTO, COeJUHEHHEe C COCeIOM COpachIBaeTCsl.
(duanaszon: 0 | 3-65535 cekyH[)

KoHurypanus no ymo/1uaHHIO
Criicky He TIpUMEHEeHBbI.

Pexxum
Pexxum KoHdurypupoBanust BGP-cocega.

PYKOBOJZ[CTBO M0 UCI10/1Ib30BAHUIO

Ecmu napamerpsl KEEPALIVE u HOLDTIME He onpegesnenst st BGP-cocena, To ux 3HaueHus
oTpeZiesIsitOTCsl KOMaH/zol timers bgp.

17151 ipuMeHeHUs HAaCTPOeK HeoOX0[UMO Tepe3aryCTUTh TIPoLeypy ycraHoBieHust BGP-
cocenctBa KomaHamu shutdown v no shutdown.

ITIpumep

console# router bgp 64512

console(config-router-bgp)# neighbor 172.67.12.18
console(config-neighbor-172.67.12.18)# prefix-1list Test in
console(config-neighbor-172.67.12.18)# no shutdown
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13.15 show ip bgp

show ip bgp — koman/1a, MpefHa3HaueHHAas /151 OTOOpa)KeHUs 3arycel TabIUIbl MapIIPyTH3aIuy
BGP.

CuHTaKCHuC
show ip bgp [ipv4-address/prefix [bestpath | multipath | longer-prefixes]]

IIapameTpsbl

- ipv4-address — 3apaet IPv4-azipec moficeTu.

- prefix — 1ipechMKC MacKH TIO/|CeTH.

- bestpath — BbIBOgUT MH(OPMaLHIO TOBEKO O bestpath mapiipyTe zjis mogceTH.

- multipath — BeiBoAUT MHpOpMarmio o multipath MapiipyTe A/1s1 IOACETU.

- longer-prefixes — BbIBOAUT 3arvCH BCeX MO/CETeH, BXOASIIUX B YKa3aHHYIO CETh.

KoHurypanus no ymo/r4aHuo

Pexxum
Bce.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHHUIO

IIpumep

console# show ip bgp

13.16 show ip bgp summary

show ip bgp summary — koman/1a, MpefHa3HaueHHAas /IJ151 0TOOOpaXkeHHs UHPOPMAIUH O CTaTyCe
BGP-cocepneii.

CuHTaKCHuC
show ip bgp summary

ITapameTpsl

KoHurypanus no ymo4aHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/Ib30BAHHUIO
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ITpumep

console# show ip bgp summary

13.17 show ip bgp neighbors

show ip bgp neighbors — komaHnja, pefHa3HaueHHAas /1711 0TOOOpaXkKeHHs1 IOAPOOHOM
yH(popMaLum o HactpoeHHbIX BGP-cocepsx.

CuHTaKCHuC
show ip bgp neighbors [ipv4-address]

ITapameTpsnl
- ipv4-address — yka3biBaeT IPv4-agpec BGP-cocepa.

Kondurypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOACTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console# show ip bgp neighbors

13.18 clear ip bgp

clear ip bgp — komaH/ia, mpeiHa3HaueHHasi J1/is TlepeycTaHoB/eHus coefuHeHuii ¢ BGP Peer.

CuHTaKCuC
clear ip bgp {* | ipv4-address | as-id | external} [soft] [out | in]

ITapameTpsbIl

- * — cbpaceiBaet Bce BGP ceccun.

- ipv4-address — yka3biBaet IPv4-anpec BGP-coceza c koTopbiM OyzieT cOpoliieHa ceccusl.

- as-id — oripefiesisieT HOMep aBTOHOMHOM CHCTEeMBI C KOTOPOH OyayT cOpOIIIeHbI BCe CeCCHu.
(duarazon: 0-65535)

- external — cOpaceiBaeT Bce eBGP ceccun.

- soft — omnpeensieT TrI cOpoca Kak «MArKuii». ITO OHauaeT, 4To OyZieT BIMOTHEHA TOTbKO
ourcTKa pUHATHIX 0T BGP Peer mapiipyToB, a He copoc BGP Peer ceccuii.

- out — cOpacbIBaeT UCXOZSIIIE CeCCHH.

- in — cOpaceIBaeT BXOAsIIIVE CeCCHU.
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KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console# clear ip bgp

134



AO «Axecmpem-Tenekom». Onucanue uHmepaetica KoMaHoHoU cmpoku 045 AngtelOS

14 KowmaHOw! LLDP

14.1 Iidp

lldp — komaHga, rpeiHa3HaueHHast Jj1s I7100ambHOTO BK/TFOUeHHsT paboThl mpoTtokona LLDP.
Komanza c npeykcom no otkarouaet pabory nporokona LLDP.

CHHTaKCHUC

lldp
no lldp

ITapameTpsl

KoHurypanus no ymo14aH1I0
OTK/TIOUeHO.

Pexxum

Pe>xuM KOH(UTypUpPOBaHUSI KOMMYTaTopa.

PYKOBOJZ[CTBO 0 UCI10/Ib30BAHHUIO

IIpumep

console# switch
console(config-switch)# 1ldp

14.2  lldp hold-multiplier

lldp hold-multiplier — komaHza, ipefHa3HaueHHas it HACTPOMKU MHTepBasia BpeMeHH, B
TeueHWH KOTOPOTO TIPUHUMAOILee YCTPOMCTBO yaepkuBaeT naketT LLDP nepes ero coOpocom.
Komangia ¢ npedrkcoM no Bo3BpailjaeT KOH(pUTrypaLyio 10 yMOTYaHHIO.

CHHTaKCHUC

1ldp hold-multiplier hold-multiplier-time
no lldp hold-multiplier

ITapameTpsbl

- hold-multiplier-time — xoMaH/ia, peiHa3HaueHHasl [l/i1 HACTPOMKY MHTepBasia BpeMeH!, B
TeueHUH KOTOPOTO NMPUHKMaloIIlee YCTPOMCTBO yaepskuBaeT naketT LLDP riepes eé copocom.
(duarazoH: 2-10 cekyHf)
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KoH¢urypanus no ymoruaHuio
4.

Pexxum

Pe>xuM KOH(QUTypUpPOBaHUS KOMMYTaTOpa.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

[Tapamerp HOLD_MULTIPLIER ucnonb3yeTcsi B KaueCTBe MHOXKWTEJIS, HA KOTOPbIA YMHOXKaeTCsl
LLDP_TRANSMIT_INTERVAL pya nonyuyenus TTL, ucrosnb3yemoro B OTIpaB/isieMbIX
LLDPDU.

ITpumep

console# switch
console(config-switch)# 1ldp hold-multiplier 180

14.3 Ildp transmit-interval

lldp transmit-interval — KomaH/ja, npefHa3HaueHHasi [i/1s1 HACTPOMKM YacToThl oTripaBku LLDP-
coobujenuii cocensMm. Komanga c npedrkcoM no Bo3BpalljaeT KOHPUIypaLuio 1o yMOIUaHHUIO.

CHuHTaKcuc

lldp transmit-interval transmit-interval-time
no lldp transmit-interval

ITapameTpsnl

- transmit-interval-time — 3a7iaeT UHTepBaJl BpeMeHH, Yepe3 KOTOPbIM YCTPONCTBO OTIIpaB/IsieT
LLDPDU. ([duamna3on: 2-10 ceKyHn)

KoH(urypanus no ymoruaHuio
30.

Pexxum
Pe>xriM KOHGUTYPUPOBAHUS KOMMYTaTOpa.

PyKOBOﬂCTBO 10 UCIT10/Ib30BAHUIO

ITpumep

console# switch
console(config-switch)# 1ldp transmit-interval 20
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14.4 lldp mode

lldp mode — KomaH/ja, TTpeiHAa3HAYeHHast /11 HACTPOWKHM pexkuMa paboTsl rpotokosia LLDP Ha
uHTepdeiice. KomaHza ¢ mpeuKcoM no Bo3BpaljaeT KOHPUrypaLyio 10 YMOTYaHHUIO.

CHuHTaKkcuc

lldp mode [rx-only | tx-only | tx-and-rx | disabled]
no lldp mode

ITapameTpsbl

- rx-only — 3a7aeT pexkuM paboThbI, TIPY KOTOPOM yYCTPOMCTBO TO/MbKO rpuHuMaetT LLDPDU or
cocefia.

- tx-only — 3azaeT pe>xuM paboThI, PU KOTOPOM YCTPOMCTBO TO/BKO oTrpasiser LLDPDU
cocepy.

- tx-and-rx — 3a/jaeT pe>KuM paboThI, TPU KOTOPOM YCTPOMCTBO OTIIPAB/ISIET U TIPUHUMAET
LLDPDU.

- disabled — otkntouaet paboty nporokosia LLDP Ha uHTepdetice.

KoH(urypanus no ymoruaHuio
Ycrpouctso ornpasssieT u npuHumaer LLDPDU.

Pexum
Pe>xum koHpurypupoBanus unrepgeiica Ethernet.

PyKOBOJICTBO M0 UCI10/1Ib30BAHUIO

Inst pabote! mpoTokosia LLDP B 0fHOM 13 Tpex pe>KUMOB Ha UHTep(erice HeoOX0AUMO BK/TIOUHTh
ero paboty rnobansHo Komanzoii lldp.

IIpumep

console# interface gel
console(config-if-gel)# 1ldp mode disabled

14.5 show Illdp configuration

show lldp configuration — xomaH/ja, ipeiHa3HaYeHHAsI AJ1s1 OTOOPaKeHUsI TeKyIei
koH(purypauuu nporokona LLDP Ha ycTpoiicTse.

CHHTAKCHC
show lldp configuration [interface-name]

ITapameTpsbIl
interface-name — yka3sbiBaeT UMs1 UHTepelica.

KoHnpurypanus no ymo4aHuio
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Pexxum
Bce.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# show lldp configuration

14.6 show Illdp neighbors

show lldp neighbors — komanzia, npeHa3HaueHHast /it 0TOOpaXkeHUs1 U3yueHHbIX LLDP-
cocefei.

CHHTaAKCHC
show lldp neighbors [interface-name]

ITapameTpsbIl
interface-name — yka3sbiBaeT UMs1 UHTepelica.

KoHnpurypanus no ymo4aHuio

Pexxum
Bce.

PYKOBOJICTBO M0 UCI10/1Ib30BAHHUIO

ITpumep

console# show lldp neighbors

14.7 show lldp local

show lldp local — komanza, MpefHa3HaUeHHas /1711 OTOOpa)keHUH WHGOPMaLIMH, KOTopast
peknamMupyetcst Ha uHTepgelicax B otnpasisembix LLDP kazgpax.

CHHTaAKCHC
show lldp local [interface-name]

ITapameTpsbl
interface-name — ykasbIBaeT UMsi UHTep(etica.

KoH(urypanusi no ymo/ruaHuio
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Pexxum
Bce.

PYKOBOACTBO 110 UCIT0/1Ib30BAHHUIO

IIpumep

console# show lldp local
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15 KomaH#aowe! HSR u PRP

15.1 interface Ire

interface lre — komaHga, peHa3HaueHHas A1 co3manust LRE unTepdeiica. Komanza ¢
npevkCcoM no yaassieT uHTepdeiic.

CHHTaKCHUC

interface lre number hsr | prp interface-slave-a interface-slave-b
no interface Ire number

ITapameTpsl

- hsr — onpegensier Tun co3naBaemoro Link Redundancy Entity kak HSR.
- prp — onpeensieT tun co3znaBaemoro Link Redundancy Entity kak PRP.
- interface-slave-a — onpepensieT nepsbiii Ethernet unTepdetic B cocraBe LRE.
- interface-slave-b — omnpenensieT Bropoii Ethernet unTepdeiic B cocraBe LRE.

KoH(urypanusi no ymo/r4aHuio
Co3pan PRP unTepdoeiic.

Pexxum
OOMii peXxuMm.

PyKOBOﬂCTBO 110 UCIT0/1Ib30BAHHUIO

MoskeT 6bITh co3iaH Tonbko oguH LRE unTtepdetic. s co3nanus LRE-HSR unTepdetica
HeoOXouMo TipeiBapuTebHO yaanuth LRE-PRP unTepdetic.

IIpumep

console# no interface lre 1
console# interface lre 1 hsr gell gel2

15.2 show interfaces Ire

show interfaces Ire — komaHzia, mpeiHa3HaueHHast A1t oToOpakeHuw nHbopmanmy 06 LRE
uHTep(delicax.

CHHTaKCHC
show interfaces lre [interface-number]

ITapameTpsbl
interface-number — yKa3biBaeT HoMep UHTepeiica.
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KoH¢urypanus no ymoruaHuio

Pexxum
Bce.

PYKOBOJZ[CTBO 10 UCI10/Ib30BAHHUIO

ITIpumep

console# show interfaces lre
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